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Account takeover (ATO) fraud is one of the most troublesome threats to the modern financial 
services landscape. While this fact might be upsetting, it should by no means be surprising. After 
all, fraudsters have never had better opportunities to commit widespread ATO fraud and reap 
significant monetary gains in the process. 

What makes ATO fraud so troublesome for banks, businesses, and consumers alike? This particular 
form of identity theft can take on a life of its own. If a fraudster successfully commits an account 
takeover, they get their hands on all the data they need to commit even more fraud. To fight ATO 
fraud more effectively, banks must first understand and decode its DNA. 

Fortunately, the tide is turning in the fight against ATO attacks. By utilizing unique customer-centric 
data, banks now have a better chance to understand their customers’ normal behaviors and 
confidently ask the question, “are you really you?” Armed with this capability, banks are in a better 
position than ever to stop ATO attacks before they can harm people - all without disrupting the 
customer’s journey.

When you finish this ebook, you’ll know:

   Account Takeover Attacks 101: Impersonation and Manipulation

   How fraudsters commit ATO attacks

   What’s causing the surge in attacks

   How fraudsters profit from ATO attacks

   The negative impact that ATO attacks have on banks

   How to shift to a strategy of  prevention and know  your users at each stage of their journey
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Types of ATO Attacks

The first step in decoding account takeover fraud’s DNA Is to understand the different types 
of attacks. ATO fraud is a form of fraud that involves a bad actor taking control of a legitimate 
customer’s bank or online shopping account. Once compromised, fraudsters will transfer a victim’s 
money to their own bank account or make purchases using the victims’ payment information. In 
this respect, ATO takes on a life of its own.

Account takeover fraud falls into two distinct categories: impersonation and manipulation attacks.
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Impersonation Attacks

An impersonation ATO fraud occurs when a bad actor uses a legitimate user’s credentials 
obtained from breached data or directly from credential-stealing malware to access their account. 

Fraudsters use compromised personally identifiable information (PII) - like stolen usernames 
and passwords - or other sensitive data to pretend to be legitimate account holders. From there,  
fraudsters access the customer’s account, change account details, transfer funds to a mule 
account, or make purchases using the customer’s payment cards. 

Manipulation Attacks

Manipulation attacks rely on malicious malware to breach a legitimate customer’s account.  
The malware includes Remote Access Tools and Remote Access Trojans, also known as RATs. 

Remote Access Tool
A remote Access Tool facilitates ATO attacks using Remote Access Scams where the 
attacker convinces the victim to allow them access to their system by pretending to 
be someone trustworthy like a technical support specialist. Once the victim grants the 
fraudster remote access, the fraudster infects the unsuspecting customer’s device 
whenever they want for follow-on attacks.

Remote Access Trojan
Additionally, legitimate users can inadvertently install a Remote Access Trojan. In this 
scenario, when customers click on a link in a text message or email, they unknowingly 
fill out a form that installs malware onto their device. Fraudsters can then access any 
information stored on the victim’s personal device.
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5 Ways Fraudsters Commit 
Account Takeover Attacks

The second key to decoding the DNA of ATO fraud is to understand how fraudsters launch an 
attack. Whether launching an impersonation or manipulation attack, fraudsters typically use one 
of five notable methods to commit account takeover fraud.

Compromised Credentials 
Large troves of sensitive data and PII are now widely available following years of 
data breaches. The widespread availability of this data makes it easier than ever for 
fraudsters to launch large-scale ATO fraud across multiple accounts. The fact that 
some 65% of U.S. adults use the same password for multiple accounts (according to a 
recent survey by Google) also works in fraudsters’ favor.

Phishing Attacks
Fraudsters use phishing attacks to trick victims into voluntarily revealing their PII 
by sending phony links that appear to come from trustworthy sources, such as the 
target’s bank. If the target follows the fake link and fills out the form, they will reveal 
their credentials and enable the fraudster to proceed with the ATO fraud.

Vishing Attacks 
Fraudsters use voice-based communication to connect with their targets. Some 
fraudsters pretend to be an IT specialist who has detected suspicious activity on the 
victim’s computer. Once establishing trust, the fraudster convinces their victim to give 
them remote access to their device or a one-time-passcode.

Smishing Attacks 
Smishing is another form of phishing. In this tactic, a fraudster texts their victim that 
something is wrong with their bank account. The message includes a fake link to 
sign into their account. The recipient fills out the form and unwittingly shares their 
personal information.



7  

Decoding the DNA of Account Takeover Fraud

Malware Attack 
In a malware attack, fraudsters trick victims into installing credential-stealing software 
like a keylogger or a RAT onto their device. Once installed, the fraudster can steal 
credentials or gain remote access to the device. They can also take over a legitimate 
user’s online banking session after a legitimate user has logged in. This type of RAT 
bypassses security protocols and makes it more challenging for banks to detect an 
anomaly to stop the ATO attack.
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ATO by the Numbers

1 in 5

80% 38%

$11.4 Bn 17%

40% 

Of US consumers experienced ATO 
fraud in the previous two years

Of consumers reported an unauthorized 
wire transfer following an ATO attack

ATO fraud’s ranking among 
the top fraud scams of Q2 2022

Of fraudulent ATO-related activity that 
occurs within a single day

Increase in new banking trojans in first 
half of 2021

Fraud losses related to ATO attacks 
reported in 2021 - up 90% from 2020
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What’s Driving the Rise 
in Account Takeover Fraud?

Like any other lifecycle, it’s important to understand the factors that enable ATO fraud to survive 
and thrive.

The global pandemic pushed many customers into the digital banking ecosystem, 
presenting fraudsters with an expanded pool of fraud targets. Fraudsters eagerly 
exploited customers’ unfamiliarity with digital banking to commit ATO fraud.

Years of data breaches have exposed billions of credentials that criminals can buy on the 
dark web. Bad actors have a deep arsenal of tactics and technologies to steal customer 
account credentials with phishing attacks and malware.

Finally, fraudsters realize they can execute numerous ATO fraud attacks in a short period. 
Even if they are only successful once out of a few hundred or even a thousand login 
attempts, they profit with little effort.

Stolen Customer Credentials are Readily Available

Fraudsters See Low Risk, High Reward in ATO

More Digital Banking Customers = More Fraud Targets1

2

3

Three key factors are driving the rise in account takeover fraud. 
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How Fraudsters Monetize 
ATO Attacks

After fraudsters breach a victim’s account using an ATO attack, their next move is to profit from 
their efforts. This means they will either move money to a different bank account that they control 
or use their victim’s credentials to open new accounts or lines of credit. Here are some steps 
fraudsters take following a successful ATO attempt.

Wire Transfers Use Instant P2P Services

A recent survey found wire 
transfers to a different bank 
were the most common 
activity for a fraudster who 
breached an account, with 
17% of respondents indicating 
they had experienced this 
activity. 

Change Contact Details

Fifteen percent of survey 
respondents said their 
personal information 
(including their address and 
phone number) was altered 
after an ATO incident. These 
changes are made so attackers 
gain complete control of 
the victim’s account before 
stealing its contents. 

Another 15% of respondents 
said fraudsters used instant 
transfer services like Zelle and 
Venmo to send money to a 
different account.
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Pay Bills

Fourteen percent of 
respondents said fraudsters 
used services like Bill Pay and 
ACH to transfer money out of 
their accounts or pay bills that 
didn’t belong to them.

Spend Loyalty Rewards

Thirteen percent of 
respondents said the 
fraudsters spent the loyalty 
rewards they had accrued. 
This included credit card and 
eCommerce points that can be 
redeemed for merchandise or 
gift cards.

These are among several monetization opportunities available to fraudsters following a successful 
ATO attack. Having accessed the compromised account, they can also commit credit card fraud by 
pretending to be the legitimate customer, contacting the bank, and requesting a new credit card 
with a higher balance. If they successfully get their hands on the card, they can make all kinds of 
purchases and leave the defrauded customer holding the bill. Changing an account’s phone contact 
number provides a direct way to circumvent two-factor authentication (2FA) by allowing attackers to 
verify and allow fraudulent transactions.
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ATO’s Long-Term Impact on Banks

A successful ATO fraud enables cybercriminals to commit more financial crimes. Fraudsters have 
many opportunities to profit once they access victims’ bank accounts.

People don’t just store money in their bank. A bank customer account also contains several 
PII types, including the account holder’s social security number, bank account numbers, home 
address, mobile phone number, email account, associated credit card numbers, and more. In 
other words, successful ATO fraud attacks are like striking oil for fraudsters because they provide 
them with troves of personal data that they can use to commit follow-on identity fraud. 

Bad actors can use stolen credentials to commit tax refund scams or use a legitimate customer’s 
credentials to apply for loans, open new accounts, or request new lines of credit. Alternatively, 
they could also use the stolen PII to build a synthetic ID at a new FI where they can request new 
credit cards or fill out loan applications for stolen credentials. These activities are all done using a 
legitimate customer’s name.

All of this threatens to undermine customers’ faith in banks to protect their financial assets or 
personal information. Banks risk losing customers impacted by ATO fraud if they do not respond 
appropriately. According to a recent survey, roughly one-third of identity fraud victims said their 
financial institution did not address their problems adequately. The survey also found 38% of 
respondents closed their bank accounts because they were dissatisfied with the way their bank 
handled the issue.

of identity fraud victims said their financial 
institution didn’t address their problems 

adequately

 of respondents closed 
their bank accounts

~33% 38%
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How to Flip the Script  
on ATO Attacks

Arguably, how banks respond to ATO 
attacks ranks as one of customers’ biggest 
dissatisfactions with their financial institutions. 
Many banks and FIs can detect suspicious 
activities after an attack has occurred. Since 
fraudsters can move money instantly and then 
disappear, alerting that a crime occurred is an 
inadequate response.

Customers appreciate banks that shift away 
from a fraud strategy focused on detection to a 
fraud prevention strategy. Advanced machine 
learning coupled with behavioral biometrics 
is one approach to shifting to a prevention 
strategy. The cornerstone of this approach 
is a Know Your User (KYU) system that both 
detects and prevents impersonation attacks. 
KYU systems seek to identify users at each 
point of a transaction by asking the question, 
“are you really you?” This should occur across 
every banking channel, at each interaction, 
from login to logout. What’s more, it should not 
interrupt the legitimate customer’s journey.

Customers appreciate banks that shift away 
from a fraud strategy focused on detection to 
a fraud prevention strategy. 
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4 Features of an Effective 
ATO Solution

Stolen or compromised credentials are the 
springboard for all ATO attacks. Once a fraudster 
has obtained their target’s credentials via phishing, 
malware, or another type of attack, they can launch 
an ATO attack or commit other types of identity 
fraud. Traditionally, banks have only responded to 
ATO attacks after discovering malicious malware 
or after a customer reports a problem. It’s time to 
shift to a prevention-first strategy that actively stops 
malware and phishing attempts in their tracks.

With each interaction with your system, your bank 
adds a new layer to each user’s unique profile and 
builds a more thorough understanding of who 
your customer is and how they normally behave. 
These in-depth profiles are composed of a wide 
range of data and interactions, including customers’ 
behavioral and biometric attributes - including 
login credentials, geolocation, and how customers 
interact with their physical devices. By continuously 
authenticating customers every time they interact 
with your bank - regardless of which channel they 
choose - and asking customers “are you really you?” 
you will better understand who your customers are 
and how they interact with your system.

A Prevention-First 
Strategy

Know Your User 
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Customers expect to complete their business 
without experiencing any friction. This includes 
going through additional authentication measures 
or calling their bank to verify their identity. If a 
fraud alert is triggered, your customers shouldn’t 
experience interruptions while your fraud team 
investigates. As your bank invests in prevention-first 
initiatives, you should also focus on solutions that 
eliminate customer friction by enabling customers to 
quickly authenticate their identities and remain fully 
in control of their online sessions. This approach 
also produces fewer false positives and reduces the 
strain on call center staff. 

Malicious software like RATs can execute ATO 
attacks without their target realizing their laptop, 
mobile phone, or another device has been 
compromised. These technologies enable fraudsters 
to access their target’s personal information or to 
take control of an online banking session. After a 
legitimate user successfully logs into their account, 
the fraudsters can hijack their banking session while 
avoiding detection from a bank’s security protocols. 
RAT detection technology continuously monitors 
for malicious programming that seeks to take over 
a user’s session, detecting and stopping RAT-based 
ATO attacks by preventing session takeovers without 
interfering with a legitimate customer’s experience 
and immediately notifying a bank’s fraud prevention 
team. Implementing RAT detection solutions is 
critical to stopping ATO attacks without disrupting 
customer experiences.

Silent  
Authentication

Avert Manipulation  
Attacks 
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Conclusion

ATO attacks are popular among fraudsters because they can result in significant gains. A single ATO 
can give fraudsters access to the data they need to commit more fraud at the targeted customer’s 
expense. If left unchecked, ATO attacks can take on a life of their own, allowing fraudsters to quickly 
monetize their efforts and launch new fraud attacks with their victims’ compromised credentials.

Cutting off the oxygen to ATO attacks at the source is critical to stopping this type of fraud. Employ 
a fraud prevention strategy that stops malicious programming in its tracks, while still allowing 
legitimate customers to continue banking uninterrupted. But it’s not just bank customers who 
benefit. It’s also bank personnel. Fraud prevention teams can create rules to stop account access 
when malware or impersonation attacks are detected, effectively stopping fraud before it happens. 

Most importantly, banks benefit from a stronger and enhanced sense of trust from their customers. 
Bank customers will have more confidence in their bank if they do not fall victim to an ATO attack, 
experience no interruption in their banking session, and are not frequently required to undergo 
stepped-up authentication with a call center. 

It’s time to put the threat of ATO attacks behind you. Let us guide you through your shift from fraud 
detection to fraud prevention strategy so you can enhance your relationship with your customers, 
improve your fraud teams’ effectiveness, and focus on your growth goals.
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