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Mispadu is a banking trojan that was first seen in 2019. It has been dormant for a while, but new 
samples have been detected recently. The new campaigns of the Mispadu malware are notable for the 
increase in the number of affected entities and countries. Initially, it was focused on stealing credentials 
from Colombian banking entities, but now it also targets entities in Spain, Bolivia, Chile, Mexico, 
Argentina, Ecuador, Peru, Colombia, Paraguay, Brazil, Honduras, and Portugal.

The authors of Mispadu are likely Brazilian, as the malware shares a large amount of functionality and 
particularities with other Brazilian banking trojans, such as Mekoito/Pazera. The two malware have too 
many similarities, suggesting that the same authors are behind them. Mispadu may be a new version 
with some improvements that are still being tested and developed in order to stop using the Pazera 
version eventually.

Introduction

The malware shares a large amount of functionality 
and particularities with other  
Brazilian banking trojans, such as Mekoito/Pazera.
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The malicious DLL that performs the credential theft is developed in Delphi, a language widely used by 
Brazilian malware developers. The user does not download this DLL directly. Instead, they download an 
attachment in a fraudulent email, which is a Microsoft installer (MSI) that, when executed, runs a Visual 
Basic script (VBS) that finally performs a series of checks on the system and downloads the malicious 
DLL along with the AutoIt executable. 

The malware then uses a variety of techniques to steal credentials, including keylogging, screen 
scraping, and browser credential theft. It also communicates with a command and control server to 
receive instructions and send stolen data.

Throughout this document, we’ll illustrate how this banking Trojan works, including the method of 
infection, the strategy it uses to steal credentials, the communication protocol with the control server, 
and other interesting functionalities.
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The Mispadu malware is distributed through 
fraudulent emails. These emails impersonate 
companies and entities of various kinds, trying to 
get the user to trust, download, and execute the 
attached file.

Some entities impersonated in several of 
the latest campaigns are the “National 
Superintendency of Customs and Tax 
Administration” (Peru’s specialized technical 
agency), EDP (Energies of Portugal), and 
“Portuguese Judicial Police.” After all, the 
attackers aim to impersonate recognized entities 
so that the user believes it is a legitimate email 
and opens and executes the attached file.

Propagation

The attackers aim 
to impersonate 
recognized entities 
so that the user 
believes it is a 
legitimate email and 
opens and executes 
the attached file.
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The file attached to the fraudulent emails is a Microsoft Installer (MSI) that has no other purpose than 
to execute a Visual Basic Script (VBS) on the system. In an attempt to make analysis more difficult, 
the malware developers include multiple stages in which different Visual Basic Scripts are executed. 
Typically four of these scripts are executed, the Microsoft installer executes the first one, and the last is 
the final script that downloads the malware (Delphi DLL and AutoIt executable).

Two more scripts are executed between the first and the last, which are usually contained inside each 
other and hidden thanks to string obfuscation and encryption. The last script is downloaded from the 
control server, allowing the attacker to update any final details before downloading the final banker.

The image above shows some of the global variables defined in the VBS script used in the final stage. 
This script is responsible for downloading the ZIP file that includes the malicious DLL, the AutoIt 
executable, the AutoIt script that loads the malicious DLL, and three other non-malicious DLLs that 
the malware needs to run. We can also observe the wCnfg variable, which stores the encrypted trojan 
configuration.

Infection

Final VBS code with global variables (C2, encrypted configuration, etc.)
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Below, we present the encryption and decryption 
code employed by the script to encrypt its 
configuration, as well as the malicious DLL.  
The malicious DLL also uses the encryption 
and decryption algorithm in the communication 
protocol with the control server. However, it uses a 
different value for the cCod parameter compared 
to the one used in the script.

String encryption and decryption functions

The malicious DLL 
uses a different 
value for the 
cCod parameter 
compared to the one 
used in the script.
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In addition to obfuscation, encryption, and the use of multiple scripts in stages, the authors also include 
code to detect whether the system on which this first stage of infection is running is a virtual machine 
to prevent the download and installation of the final malware in an analysis environment.

Virtualized environment detection
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Once the ZIP file containing the malicious 
banker DLL has been downloaded, it is 
unzipped and installed in a folder created in 
the root directory of the hard drive C:\. The 
name of the folder to install the malware is 
randomly generated, and all the files required 
by the malware contained in the downloaded 
compressed file are stored in this folder.

Code that generates  
he installation folder name

Malware installation folder
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As we can see, the installation folder is created as ‘hidden’ to prevent victims from finding it and 
generating suspicions that lead them to delete it, thus removing the malware from the system. We can 
also observe six files, each of them being:

For the malware to start at every Windows boot, the Trojan creates a link in the current user’s ‘Startup’ 
directory, including in the shortcut the necessary parameters for the script to run using the AutoIt 
executable. This persistence strategy is implemented in the malicious DLL, not in the VBS script, so 
persistence will not occur if the final stage of the malware is not executed.

The three DLLs (libeay32.dll, ssleay32.dll, and winx86.dll) are legitimate DLLs
 
The first two are OpenSSL DLLs, while the last one is the library for connecting and 
interacting with SQLite databases. 

obpuuai.exe is the legitimate executable of AutoIt. 

obpuu1.uup is the compiled AutoIt script that decrypts and loads the malicious DLL 
for execution. 

obpuu is the malicious encrypted DLL.

Shortcut to execute the malware
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During the first execution, the Trojan requests an HTTP POST with information about the infected 
machine (OS version, Antivirus installed, and so on). In response, it receives an updated configuration 
with the list of control servers (the main one and the backup servers in case the main one fails) and the 
corresponding ports.

HTTP POST request with encrypted configuration as response

Received decrypted configuration
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For the theft of banking credentials, this banker mainly makes use of the keylogger module, but the 
attackers also rely on the use of phishing injections that are shown to the user when they are needed.

In addition to its keylogger-based theft, this malware also includes the theft of credentials stored in 
the browser, which allows its attackers to obtain the password directly without waiting for the user 
to access their bank account. And although its authors are mainly interested in banking credentials, 
stealing passwords stored in the browser allows them to obtain passwords for other services.

Theft of Banking Data

Code in charge of activating or deactivating the keylogger through the command  
received from the C2
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The credential-stealing functionality of the Trojan 
can be enabled or disabled by commands that 
can be received from the control server. The 
keylogger needs to be activated in order to start 
logging credentials. This indicates that behind 
the control server there is an operator who is 
in charge of activating and deactivating the 
functionalities depending on the information 
received from the infected machine.

During the analysis, we have been able to 
verify this behaviour through a small script that 
connects to the control server and performs 
the minimum communication to simulate an 
infection. In each of the executions, different 
commands have been received (beyond the 
mandatory commands at the beginning of the 

communication) and at different times, which shows that behind the control server there is an operator 
manually sending commands to the victim’s system.

In addition, some commands allow the execution of certain commands on the computer and display 
certain windows, such as phishing injections to steal credentials. Even in the text strings we can see 
that reference is made to ‘phases’, which correspond to the phases of credential theft that the Trojan is 
in (password theft, second-factor authentication code theft, etc.).

In addition to its 
keylogger-based 
theft, this malware 
also includes 
the theft of 
credentials stored 
in the browser.
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As we can see, attackers can steal credentials through the keylogging module, by obtaining passwords 
stored in the browser database, and finally through phishing injections that are displayed to the user, 
although these seem to be mainly used to request the authorisation code that is sent to the user’s 
mobile phone.

2FA code-stealing injection (Image found in the code)

The operator can activate stages that result in the display of different pop-up windows. In this way, the 
operator can obtain the 2FA codes required to log in to the bank account or to authorise certain actions 
(such as sending money).
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Although the main functionality of this Trojan is the theft of banking credentials, which it performs 
through keylogging and phishing injections, its developers want to take advantage of the infection to 
obtain as many credentials and information as possible. For this reason, the malicious DLL includes 
two executables of legitimate tools to obtain credentials stored on the system.

Theft of Stored Credentials

The DLL includes the resources WY0 and WY1, which are legitimate executables

As we can see in the image above, two binaries are included among the DLL resources. These binaries 
are not malware, but two legitimate tools that can be used by any user to obtain passwords stored in 
browsers and other installed software.

WY0: This is the WebBrowserPassView 
software used to obtain the passwords 
stored in most of today’s browsers. 

WY1: This is the Mail PassView software 
used to obtain the credentials of e-mail 
accounts configured on the system.
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These tools are executed after the installation VBS script the first time the malicious DLL is executed. 
Afterwards, the collected data can be sent to the control server when requested by the operator with the 
correct command.

Code responsible for collecting email credentials  
and sending them to C2 in the correct format
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In addition to fraudulently using these tools to steal credentials, the malware itself also implements 
credential theft for the FileZilla FTP client, allowing the attacker to obtain even more interesting 
credentials from the victim beyond banking credentials. Such credentials could give the attacker access 
to web or backup servers used by the user, opening the door to infecting new machines and collecting 
even more information.

Code in charge of obtaining the credentials used in FileZilla

The malware itself also implements 
credential theft for the FileZilla FTP client, 
allowing the attacker to obtain even more 
interesting credentials from the victim 
beyond banking credentials.
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As if the theft of banking credentials, as well as other types of credentials stored on the infected 
system, were not enough, this Trojan also includes among its functionalities what is known as 
‘Clipboard Crypto-Hijacking’. This attack consists of detecting the text copied and sent to the system’s 
clipboard to check if it contains an address of a cryptocurrency wallet.

Other Functionalities:  
‘Clipboard Crypto-Hijacking’

This attack consists 
of detecting the text 
copied and sent to the 
system’s clipboard to 
check if it contains 
an address of a 
cryptocurrency wallet.

In this case, it checks whether it is a Bitcoin 
address, and if so, the Trojan will replace it 
with an address belonging to the attacker and 
different from the one copied by the user. This 
way, when the user pastes the address to make 
a cryptocurrency transfer, he will actually paste 
the attacker’s address and the transfer will end 
up reaching the attacker. This works because 
cryptocurrency addresses usually consist of a 
relatively long series of alphanumeric characters, 
making it difficult for the user to realise that the 
legitimate address has been replaced.
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As we can see, not too many transactions have been made with this BitCoins address, and the ones 
that have been made involve amounts that seem too large to be fraudulent transactions due to this 
malware functionality. These transactions could actually be transactions made by the attackers 
themselves from other wallets they own.

Transactions sent and received in the attackers' Bitcoin wallet

Among the samples analysed, we found the following Bitcoin address: 
1CmnfAvV2tHqW5DcnQ9aN6MnJTaNdp6W3U, which as we can see in the image has received several 
transfers of BitCoins during the summer campaign:
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As for communication with the control server, this banker uses two different connection protocols. First, 
an HTTP request is made to the control server sending information about the system and receiving the 
encrypted configuration with the list of IP addresses and domains that can be used to connect to the 
same or other control servers.

Communication with 
the Control Server

HTTP POST request with encrypted configuration as response

This encrypted configuration is stored in memory, so it is mandatory that in each execution of the 
malware this first request is made to obtain the updated configuration. Once the configuration is 
obtained, it is possible to connect to the first of the indicated servers, and if this is not possible, an 
attempt is made to connect to the rest of the backup servers.

http://feedzai.com
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Received decrypted configuration

In the previous image we can see a decrypted configuration, in which the connection port is 5248 and 
then the list of C2 domains to which it can try to connect is provided.

The HTTP request to download the configuration is made once the user accesses the website of one 
of the affected banks. Therefore, the malware will not connect to the C2 as long as the victim does not 
access the bank’s website, or does not open another website with the bank’s name in the title. This 
happens because the malware tries to detect whether the victim is accessing the bank’s website by 
checking whether the title of the window contains the name of the bank.

Once a website is opened that activates the Trojan, it connects to the control server via a TCP 
connection using a proprietary encrypted text protocol. The encryption is the same as the one used for 
encrypting communication (configuration and data sent) over HTTP.

Once a website is opened that activates 
the Trojan, it connects to the control server 
via a TCP connection using a proprietary 
encrypted text protocol.
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In the image above we can see the exchange of encrypted messages between the server (blue) and the 
trojan (red). If we decrypt the messages, we can see that it is a relatively simple text protocol.

In the image above we can see some of the decrypted messages exchanged between the server and 
the malware. As we can see, it is a text protocol, in which the second message sent by the infected 
machine is information about the system, the bank visited by the user and the browser used.

Encrypted communication protocol with the control server 
(red=infected system, blue=C2)
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After sending basic information about the system, C2 returns a numeric identifier with the SocketMain 
command. This identifier makes it possible to identify the infected system in a second communication 
that is initiated at the same time with the server. In reality, the banker does not maintain one connection 
with the server but two connections (to the same port and with the same encrypted protocol), in the 
first one the main command communication is maintained, while in the second one other data such as 
screenshots, file content, keystroke logging, stolen credentials, etc. are sent.

After performing an analysis of this Trojan, we can determine that it implements a series of main 
commands that the server can send, as well as an interesting list of subcommands to perform more 
specific tasks. The following image shows some of the main commands it can receive and execute.

Part of the code responsible for processing the commands received from the C2
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As for the specific subcommands, which are the most interesting, we find them for the <|WCMD|> 
command. This command allows you to add several parameters, at least two, separated by *. For 
example, the following command:

<|WCMD|>474*1*1*calc.exe*<<|

This command with identifier 474 allows executing console commands on the infected system. In 
this example, it executes the Windows calculator binary passed as the third parameter. The first two 
parameters must always be passed, as they are mandatory in some commands, although their value 
does not matter in others (as in this example where they are not used).

Code handling subcommand 474 to execute a system command
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Subcommand 429, for example, is used to enable 
and disable the malware keylogger. Depending on 
the value provided for its first parameter. A value 
of 1 enables it, while any other value disables it, as 
can be seen in the following image.

Code that manages the activation/deactivation  
of the Keylogger (subcommand 429)
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There are also subcommands to close the connection or restart it.

Command to close the connection to the C2

Command to restart the connection to the C2
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Other sub-commands allow rebooting the infected machine and taking screenshots 
to send to the operator.

There are several subcommands that seem to serve to select different phases or stages of the 
malware’s actions, mainly to control the phishing injections to be displayed. However, these 
subcommands require a thorough study to understand them, as well as examples sent by the 
fraudulent server to know what possible parameters it can receive.

Commands to reboot the system and take screenshots

These subcommands require a 
thorough study to understand them, as 
well as examples sent by the fraudulent 
server to know what possible 
parameters it can receive.
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Throughout the code of the malicious DLL we 
can find more commands, although an important 
part of them seem to be repeated, such as the 
commands to execute console commands on 
the system (there are different subcommands to 
execute it through different functions: WinExec, 
ShellExecuteW).

Code for one of the commands that appears to receive  
specific parameters to display the injections
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IOCs

23892054f9494f0ee6f4aa8749ab3ee6ac13741a0455e189596edfcdf96416b3 (MSI) 

5b91c8acffe1980653718a493e24bde7211ee825ea2947df54c03e9733d61a70 (VBS Final) 

00888b68e0e884f8f386cdc5c080bdae7c0ce9ba9d072a67669e71c24c4505cd (DLL maliciosa)

mageurox01.hopto.org 

mageurox02.serveirc.com 

144.217.32.24 (Puerto: 5248) 

hxxp://191.235.99.13/

Hash samples

Domains, IPs and URLs:
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