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Hydra Malware Analysis

Hydra is an overlay-based Android banking Trojan similar to the notorious Anubis or Cerberus. Although 
it was first detected in 2018, it was not until 2019 that the malware incorporated banking Trojan 
functionalities. This malware was initially targeted exclusively at the Turkish banking sector and some 
cryptocurrency applications. However, in the latest samples studied, the inclusion of new Spanish and 
European banking institutions has been detected.

Description of the Hydra Family

Hydra Malware Analysis
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Hydra Malware Analysis

Permissions Requested
The sample will repeatedly try to obtain all permissions in an insistent manner, thus causing the user 
to be forced to grant the indicated permissions in order to break out of the loop. Once the sample is 
running, this loop is not stopped, even if the device is rebooted or the application is closed from the 
user’s application panel. 

Permissions required in loop:
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Hydra Malware Analysis

All attempts to obtain the indicated permissions are recorded via internal logging of the sample, both 
failed and successful attempts:

Once it has obtained all the necessary 
permissions, it will hide the application 
icon, making it impossible for the user 
to uninstall the sample. As it is also 
monitoring the user’s access to system 
settings, any attempt to reduce the app’s 
permissions will be stopped by the sample. 

Once it has obtained 
all the necessary 
permissions, it will 
hide the application 
icon, making it 
impossible for the user 
to uninstall the sample. 
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Hydra Malware Analysis

Another task it will try to accomplish more quickly is to disable Google Play Protect to avoid being detect-
ed and removed via Google:
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Network Communications
In the second request to the remote server, it receives an APK with the actual payload and the initial sample 
only acts as a dropper/loader:
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In subsequent requests, it receives the server configuration:
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After successfully registering on the remote server, it sends information about the infected device and the 
C2 responds with the list of injects.
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The configuration is updated in successive requests:

Hydra Malware Analysis

http://feedzai.com


11  

Hydra Malware Analysis

Anti-Emulation
In order to avoid running in scanning environments, it has different checks on the make, fingerprint 
and model of the device:

http://feedzai.com


12  

Hydra Malware Analysis

Remote Control of the Device
This family checks that the device has TeamViewer installed and once it detects its presence tries to hide 
the application’s icon and use it to take remote control of the victim’s device:
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Shared Preferences

In order to prevent the configuration file from being easy to read, it uses enumerated parameters for the 
configuration file keys.
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SMS Monitoring
This sample also attempts to monitor incoming messages on the victim’s device, as well as other 
applications that can be used to replace the default SMS application. It also prevents the user from 
accessing these applications. The list of messaging apps it monitors is as follows:
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If any of these applications are opened, the user will be returned to the home screen:
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Hydra Malware Analysis

Components

NotificationsComponent: Control of device notifications
TextComponent: Device SMS control
InstallsComponent: Control of device applications (install/uninstall)
BatteryOptimization
PinComponent: Methods to control and reset device PIN
USSD: Component: Control of transfer codes
SOCKS5: Implements a SOCKS5 proxy server
Keylogger: Logs keystrokes made on the keyboard
Commands: Commands manager received from the C2, such as hiding ‘PUSH’ 
notifications.

Injects: Cookie Injections/WebViews
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The USSDComponent component is particularly important as it is responsible for intercepting security 
codes when performing SMS or application transactions and sending this code to the attacker:

The PinComponent component will try to obtain the device’s pin and force the user to enter a new one, 
thus capturing the unlock PIN, and also has Samsung and Huawei specific unlock screens:
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C2 Verification

Answer
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You can also view the webviews of all the entities concerned.

Example for Binance
http://80.82.76.124/storage/injects/inj/com.binance.dev/index.html
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Sample hash

Domains, IPs and URLs

C2

IOCs

MD5: 732fe46c1b00262c45a4c19d043408c4
SHA-1: ca0507e4365a16b14c58c95cb8ec8090aa17fcd5
SHA-256: a77a37856876321de9bd1a33f53397233a2bad058558583b319e748d3746a5e6

ADMIN_PANEL_URLS_1(“https://babosiki.buzz”),
ADMIN_PANEL_URLS_2(“https://trustpoopin.xyz”),
ADMIN_PANEL_URLS_3(“https://trygotii.xyz”),
ADMIN_PANEL_URLS_4(“https://trytogoi.xyz”)

http://80.82.76.124:8082/payload
http://80.82.76.124:8082/api/v1/device/check?screen=true
http://80.82.76.124:8082/api/mirrors
http://80.82.76.124:8082/api/v1/device/lock
http://80.82.76.124:8082/api/v1/device/server-log
http://80.82.76.124:8082/storage/zip/avbnFa48OgDahMdZZ3WNrXxU51dVELt2IgOxh0aR.zip
http://80.82.76.124:8082/api/v1/device
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Awards and Recognition

Feedzai named a 
leader in SPARK 
Matrix AML.

Feedzai named
best-in-class fraud and 
AML machine learning 
platform vendor

Feedzai named a 
category leader in 
Chartis Payment 
Risk 2023
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